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Abstract

The paper documents, based mainly on [3]-[6] published papers where a
consistent mathematical description of cyberspace and various types of Cyber-Attacks
and protection measures is presented, a holistic mathematical approach to a rigorous
description of Advanced Persistent Threat (APT) actors’ modus operandi through
various Cyber Kill Chain stages [2]. After defining the various elements of Cyber-
Attacks we propose some techniques of tracking the modus operandi of the most
sophisticated and non-linear cyber actors, the Advanced Persistent Threat actors that
are usually nation-state or nation-state backed and usually stay for an extended time

under defenders’ threshold.

Keywords: Mathematical modeling (models of systems), measure theory, complex
spaces, valuation of cyber assets, vulnerability of cyber assets, node supervision, germ
of cyber-attack, cyber defense, proactive cyber protection, Advanced Persistent Threat
(APT) actors, Indication of Compromise (I0C).

1. Introduction

The aim of the present paper is, based on the previous published papers [3], [4]. [5],
[6] to document a rigorous description of Advanced Persistent Threat (APT) actors’
modus operandi through various Cyber Kill Chain stages. To this end, Section 2 recalls
in brief the mathematical definition of cyberspace given in [3]. Next, in Section 3, we

first remind the concepts of valuations and vulnerabilities of the parts of a node
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constituent, and then in sections 4 and 5, based on these two concepts and all necessary
elements from [3], [4], [5], and [6] we describe the means to detect the modus operandi
and some TTPs (Tactics, Techniques and Procedures) through 5 scenarios that the most
sophisticated cyber actors (APTSs) use to evolve cyber complex attacks [1]. Identifying
these vectors through the Cyber Kill Chain the defenses are straight forward and no

value would be added enumerating them.

2. Mathematical definition of cyberspace

A multilayered weighted (finite or infinite) graph X with N interconnected
layers is said to be an N — cyber-archetype germ. An e —manifestation gives a
geographical qualifier at each node of X. It is an embedding of X into a Cartesian
product of N complex projective spaces CP™ = P(C™*1), such that all nodes of X in
the k —layer, called e —node manifestations, are illustrated at weighted points of the
set CP™ and all directed edges (flows) of X in the k —layer, called e —edge
manifestations, are given by simple weighted edges, i.e. by weighted homeomorphic
images of the closed interval [0, 1] on CP™, so that, forany k = 1,2, ..., N,

e the end points of each e —edge manifestation on CP™ must be images of end
points of a corresponding original directed edge of X in the k —layer
e there should not be any e —edge manifestation on CP™ derived from directed

e —edge of X in the k —layer into which belong points of e —edge

manifestations that are defined by other nodes of X in the same layer.

The set §,=8,(CP™ X ...x CP™) of e —manifestations of N —cyber
archetype germs is the e — superclass in CP™ X ... x CP™ . An e—graph category
Ec = E(CP™ x ... x CP™) is a category consisting of the class ob(&;), whose
elements, called e—objects, are the pairs X = (V,E) € §,., endowed with a class
hom(&:) of e—morphisms on ob(E¢) and an associative binary operation o with
identity.

Generalizing, one may consider additionally the following other four basic
e—categories: The e —set category eg.; = es.;(CP™ X ...x CP™) where the
objects are subsets of &, the e —homomorphism category eyom = €nom (CP™ X
... X CP™) where the objects are sets of homomorphisms between subsets of eg,,, the
e —group category eg,, = €g,(CP™ X ... X CP™) where the objects are the groups

of E¢ and the e —topological category er,, = erq,(CP™ X ... x CP™) where the



A. Alexopoulos and N. J. Daras 3

objects are topological subcategories of €. For reasons of homogenization of
symbolism, we will adopt the following common notation W, =
{€c, st €Hom » €rp €T0p }- The objects of each e —category W, = W (CP™ X ... X
CP™) € W, will be called e —manifestations. An easy algebraic structure in the
(infinite) set of all these e—manifestations (V, E) and simultaneously, a compatible
topological structure to allow for a detailed analytic study of 8, is given in [3]. Further,
[3] investigates the possibility of allocating suitable vector weights to all the objects
and morphisms of any e —category W, € W, = {Ec, €set » €Grps eT,,p}. Towards this
end, we consider two types of vector weights that can be attached to any object and/or
morphism of such an e —category: the maximum weight and the square weight. Any
such weight will be a point in the positive quadrant of the plane. Taking this into
account, any e —category W, € W, = {ec, €set» €Hom » €Gprs eT,,p} can be viewed as
an infinite e —graph(V, E) with vector weights, in such a way that the e —nodes in V
are the e —objects X € ob(W,), while the e —edges in E are the e —morphisms h €
hom(W.). For such an e —graph Gy, corresponding to an e — category W, € W,,
the vector weight of the e —node associated to the e —manifestation X = (V,E) € V =
ob(W,) is equal to a weight of X. Bearing all this in mind, in [3], we introduced a
suitable intrinsic metric dyy, in the set ob(W,) of objects of an e —category W,. The
most significant benefits coming from such a consideration can be derived from the
definitions of cyber-evolution and cyber-domain. To do this, we first defined the
concept of e—dynamics, as a mapping of the form cy:[0,1] - (ob(We),dwe); its
image is an e—arrangement. Each point cy(t) € c¢([0,1]) is an (instantaneous) local
e —node manifestation with an interrelatede —edge manifestation. An e —arrangement

together with all of its (instantaneous) e—morphisms is an e —regularization. The

elements of the completion ob(W,) of ob(W,) in CP™ X ... x CP™ are the cyber-
elements, while the topological space (ob(W.,),dyw,) is a cyber-domain. With this
notation, a continuous e —dynamics cy: [0, 1] > (ob(W.,), dy, ) is said to be a cyber-
evolutionary path or simply cyber-evolution in the cyber-domain (m,dwe). Its
image is said to be a cyber-arrangement. A cyber-arrangement together with all of its
(instantaneous) cyber-morphisms is called a cyberspace.

In view of the above concepts, [3] investigates conditions under which an

e —regularization may be susceptible of a projective e —limit. It is important to know
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if a e —sub-regularization is projective e —system. Subsequently, we defined and
discussed the concept of the length in a cyber-domain. For the intrinsic cyber-metric
dy . the distance between two cyber-elements is the length of the “shortest cyber-track™
between these cyber-elements. The term shortest cyber-track is defined and is crucial
for understanding the concept of cyber-geodesic. Although every shortest cyber track
on a cyber-length space is a cyber-geodesic, the reverse argument is not valid. In fact,
some cyber-geodesics may fail to be shortest cyber-tracks on large scales. However,
since each cyber-domain (WWCJ dwe) is a compact, complete metric space, and
since for any pair of cyber-elements in ob(W,) there is a cyber-evolutionary path of
finite length joining them, one can easily ascertain the following converse result: any
pair of two cyber-elements in each cyber-domain (m dwe) has a shortest cyber
track joining them. Finally, [3] gives a discussion about the speed (: cyber-speed) of a
cyber-evolution and the convergence of a sequence of cyber-evolutions.

3. Mathematical description of cyber-attacks

At any moment t, a node V in the cyber-domain (ob(We), dwe) IS composed
of cyber constituents consisting in devices D;V) (:sensors, routing/switching/bridging

assets, regulators of information flow, etc) and resources Rg/) (:services, data, messages
etc), the number of which depend potentially from the three geographical coordinates
X1, X2, x3 and the time t. The criticality of the asset management of every node is of
high importance since it affects the whole approach. The order of any used quote of
devices ng), D%V),. .. and resources Rgv), R;V),. .. is assumed to be given, pre-assigned
and well defined. We will assume uninterruptedly that:

o the potential number of all possible devices and resources of V is equal to

My > 0and Ly > 0, respectively, and
o the number of V’s available devices and resources is only m; = my and €|, =

£y (t) respectively, with my < My and € < Ly.

3.1 Valuations and vulnerabilities of parts of a node constituent

Let U,V be two nodes in the cyber-domain (ob(W,), dy,) and let ) be an
available constituent in V:
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D,if the constituent is a device,
R, if the constituent is a resource element.

Obviously, ™ may also be viewed as a nonempty collection of a number of elements.
It is easy to see that one can make as much finite & —algebras as partitions on K.

|

Definition 3.1 For every partition P of K, let us consider a corresponding
o —algebra W, of subsets of Kas well as a monotonic measure u defined on Asp.
Let also Cry, Cry, ..., Cry be 9t = R(FHWV), P) objective quantifiable criteria for the
assessment of the points of . Denoting by Crj(p) € R the value of Crjonp €
KW at a point (x4, x5, x3,t) € R3 x [0, 1], suppose

1) the functions Cr;(p) are measurable with respect to u and

2) a valuation weight u;(p) is attributed by (the user(s) of) U to the Criterion Cr;

onp € KW at (xq, x5, x3,t) € R%.

If E €Uy is a part of KPand n < N, then a relative valuation of E from the
viewpoint (of user(s)) of node U with respect to the n criteria Cry, Cr5, ..., Cr, at the

spatiotemporal point (x4, x5, x3,t) € R* is any vector
T
ACV(E) = (a7 (E), al " (E), ..., " (E)) € R"
where each definite integral
a"""(E):= [, ¢ri()uw;(p)dpp).
is the component valuation of E from the viewpoint (of user(s)) of the node U into

the constituent K£™at (x4, x5, x3,t). The number n is the dimension of the

valuation. m

There is a special category of valuations of particular interest, determined in
regards to the low degree of “security” of the constituents of the node. The low degree

of security is described completely by the concept of vulnerability.

Definition 3.2 For every partition 2 of %™, let us consider a corresponding
o —algebra U of subsets of K as well as a monotonic measure A defined on U. Let
also SCry, SCry, ..., SCryy be M = M(IHY), P) objective quantifiable criteria for the
security assessment of the points of ("’ Denoting by SCr;(p) € Rthe value of SeCr;
on p € KV at a spatiotemporal point (x4, x5, x3, t) € R3 x [0, 1], suppose

1) the functions SCr;(p) are measurable with respect to 4 and
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2) a vulnerability weight «;(p) is attributed by (the (user(s) of) node U to the
security criterion SCrjon p € KV at (x4, x2, x3, ) € R,
If E € Uy is a part of KM and m < M, then a relative vulnerability of E from the
viewpoint (of the user(s)) of node U with respect to the m security criteria
SCry,SCr5, ..., SCrat(xq, x5, x3,t) € R* is any vector
T
BU-N(E) = (b7 (B), by (B), .. b (B)) € R™
where each definite integral
by""V(E) = [, SCr;(p)u;(p)dA(p).
is the component vulnerability of E from the viewpoint (of the (user(s)) of the node

U into the constituent KW at (x4, x, x3, t). The number m is the dimension of the

vulnerability. m

In what follows, a part E of a possible device Dg’) or/and resource R?’) of V
that is evaluated from the viewpoint (of the user(s)) of node U may be denoted by

fr(D,(cV)) or/and fr(RéV)), respectively (k=1,2,..,. My, &§=1,2,..,Lp).
(UwV) ) (UV) w) ;
However, to denote both A (fr(DK )) and A (fr(R‘)r )) we will prefer

to use the common notation A,(,U“"’V):
T
UwV UV UV
AV = (e, a0 =
Ay (fr(D,(,V))) ifv=1,2 ., My
A (fr(R(V) )) ifv=My+1,My+2,..,.My+L
v U—MV - |4 ) | %4 J AL} vV V-

Similarly, to denote both B(”“"V)<fr(D,(cV))), k=12, .., My and

BW~V) (fr(Rg’))), §=1,2,.., Ly, we will prefer to adopt the notation

T
UwV) _ [ (UV) U=\ _
BYV = (b0, . b)) =

By (fr(D,(,V))) ifv=12 ..M,

By (fr(Rf,V_)MV)) ifv=My+1,My+2, .., My +Ly.
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3.2  Cyber-effects and cyber-interactions
We are now in position to proceed towards a description of homomorphisms
between cyber nodes. Let U,V be two nodes in the cyber-domain (ob(We),dwe).
Without loss of generality, we may suppose the numbers My + Ly and My + Ly are
both enough large, so that £ = My + Ly = My + Ly. We consider the following
sets.
1) (Z(fraction) (V) —
W) W) W) MY).
{(fr(Dl ) ...,fr(D]\,[V),fr(R1 ) ...,fr(RLV )) :
fr(chV)), fr(Rg")) € Wp, ke < My, & < LV}:
the set of ordered columns of possible parts of constituents of V;
2) cAU(S(fractitm) (V) —
(a7, ., A7) AT e RV v = 1,2,..., £} = R™#:
the set of ordered columns of relative valuations of parts of possible constituents
of V, from the viewpoint of U, over the space time R3 x [0, 1];
3) By(g(fraction) (V) —
{(BYY,...BY""): B e R% v = 1,2, .., &} = R™*:

the set of all ordered columns of relative vulnerabilities of parts of possible
constituents in V, from the viewpoint of U, over R3 x [0, 1].

Definition 3.3 The triplet
P=PW)= (G(fmction) V), Ay CUraction () B, g Fraction) (V))

is called the cyber-range of V from the viewpoint of (the users of) U. Its elements p
are the (threefold) cyber situations. Especially, when an Advanced Persistent Threat
Hunting is of our interest on node V, and given the sophistication of the attack vectors
used by these actors, we definitely work on the specific case where U = V. In that case
the cyber-field P = P(V) is the cyber-purview of V and is denoted Pel) =
PeelN(Y). Its elements are represented by 7. With APT actors” TTPs it is not
recommended to use the cyber-field P = P (V) since the results/conclusions could be

misleading.m

Given an ordered set

C— ) ) ) )
FRW): = (fr(Dl ) o fr(DMV),fr(R1 ) ) fT(RLV ))
of ordered columns of parts of constituents of V, a cyber situation p on Vcan be viewed

as an ordered pair of matrices
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p= (A(UWV)’]B(UWV)) _ ((ai‘j)' (bi,j)) € R x Rm*4

where
(Uw»V) UV)
- . a1,1 al‘,&
an’l o aﬂ,'k
(U-w)V) (U'IMV)
v - b1 1 b1 R
BUY) — (31 yr By, )= (biy) = W) (U: V)
bm 1 o bm v

In particular, any purview p on V, can simply be viewed as an ordered pair

i, — (A(VW»V)’ [’B\B(V-N»V)) — ((ai,]')' (El.])) € Rnxlz % Rmxlz

with
VV) V)
R a . Qg
AV = (@;;) = : : : Jand
VV) V)
an,l an.k
(WwsV) WwV)
_ N bi “r big
]B(VWV) = (bl,]) = : : :
(WwsV) WwV)
bm,l b mh

To simplify our approach, in what follows we will assume that the location

(x4, x2,x3) € R3 of V remains constantly fixed.

Definition 3.4 The supervision vector of V in the node system (V, U) at a given time
moment t € [0, 1] is defined to be the pair
(z,w)(t) = (AU_W + iAy_y, By_y + ifB\BV_W)(t) € C™Wk x cmxk
with i: = v/—1 € C. Especially, the complex matrices z and w are called supervisory
perceptions of V in the node system (V, U) at moment ¢. The mapping defined by
Yv:[0,1] » €% x C™%:t o yy (t) = (z, W) (8)

is the supervisory perception curve of V in the node system(V, U) during the whole
of time interval [0, 1]. The supervisory perception domain of V in the node system

(V, U) is the range yy ([0, 1]) of yy, denoted by yy.m

Theoretically, each point in the space C™*# x C™*% can be viewed as a
supervision vector of V in the system of nodes V and U. Since in many cases, it suffices

(or is preferable) to use only specific supervisions from the viewpoint of U or V:
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(Ayoy, Bysy) (@) or (Ay_y, By_y)(@®) or (AyLy, iBy_y)(®) or (iAy_y, By_y)(®)
In our case study and in the context of this paper we assume that an APT actor has
already initiated some malicious activity in node V. Therefore, it is constructive to
consider the following vector fields on yy, and to use them accordingly, in combination
with the other techniques that we consider in this paper, in order to locate and identify
the evolved APT vectors and behaviors:

— The vector field X2 which assigns to each point
(zwW)(®) = (Ayoy + iy y, Byoy + iBy_y) (D)
of yy the vector
(Imz, Imw)(t) = (0 + iAy_y, 0 + iBy_y)(t) € R™* x R™*%,
i.e., the vector of the valuations and vulnerabilities of FRY at ¢, considered
from the viewpoint of V itself; in subsequently, we may define the vector fields
Y2 and Z2 assigning to each point (z,w)(t) = (A\U_,V +iAy_y, Byoy +
ivqy)(t) of ¥}, the vectors of valuations and vulnerabilities of FRY) at t,
considered from the viewpoint of V itself:
Imz(t) = Ay, (t) € R™* and Imw(t) = By, (t) € R™*%,
We may also consider combinatorial vector fields, for instance the vector field
X3 which assigns to each point
(z, w)(t) = (AU—W + Ay y, By_y + i@V—W)(t)
of yy the vector
(Rez, Imw)(t) = (Ay_y +1i0,0 + iBy_y) () € R™% x R™*%,
i.e., the vector containing relative valuations of FRY) at t considered from the
viewpoint of U and vulnerabilities of FRWat t considered from the viewpoint of V
itself, or the vector field X4 which assigns to each point
(z,w)(t) = (Ayy + iBy_y, By_y + iBy_y) (1)
of yy the vector
(Imz, Rew)(t) = (0 + iAy_y, By_y + i0)(2).
i.e., the vector containing valuations of FR®") at t considered from the viewpoint of V

itself and relative vulnerabilities of FR™ at t considered from the viewpoint of U itself.

The concept of supervisory perception curve is a concept that provides a clear

overall relative evaluation of a node in time domain and particularly contains the
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changes of the quantitative overview on the node. In this sense, the supervisory
perception curve could be considered as a concept that provides for the appearance of

an action which could lead to changes.

Definition 3.5 A cyber-activity of U on V over the time interval o, [ cc ]0,1[ is a

collection of correspondences from the product GE") X (G,(:V) into the set GETM X GEK)M:

(G:: 6 x G - GY), x G, : (vv (), 85(®) — (yy(t), 8y(t)))

telo,T]

(t':=t+ At € ]o, T]).
Notice that the case At = 0 is not excluded. A cyber-interplay of the ordered cyber
pair (V, U) over the time interval ]a, [ cc [0, oo is an open shift curve

_ W) o 0 o, W) W .
G:lot[ > Gy X G~ X Gy X G

t = G@):= (yv(®), 8y(t), yy(t + AL), 8y(t + AL))
(t + At € o, T)).
If the cyber-interplay G is composition of several separate interplays, we say that G is

sequential; otherwise is called elementary. m

In that regard to the concept of cyber-activity, we have the concept of cyber-
interaction.
Definition 3.6 A cyber-interaction between U and V at a given time moment t, €
o, [ is a tetrad
Z = Zwn(to) = ((z1, we), (22, Wy), (z3, W), (zh, wh)) € (CV* x (Cka)4
for which there is an associated cyber-activity of U on V:

(Qt — EZ) : GEV) % G:(:U) 56V xg®

t+At t+At

(rv (), 85(0) — (yv(t), 8u(t)))

(t':=t+ At € ]o, T]),

telo,z|

such that
(21, W1) = yy(te) = (Ayoy + iy y, By_y + iBy_y) € C™% x C™%,
(2, W) = 8y(to) = (Ay_y + iRy y, By_y + iBy_y) € C% x C™%,
(z1, w1) = vy (to) = (Ayy + Ay y, By_y + iBj_y) € CV% x €™,

(zh, wh) = 8y(ty) = (AjLy +iAy_y, By_y + iBy_y) € CV% x C™%.m
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Obviously, keeping a fixed supervisory perception yy (t,) in the archetype germ

va)and a fixed supervisory perception yy(t + At) in the component image germ

G(U)

t+apr the corresponding cyber-interaction becomes a cyber-effect. And, as we shall

see below, proper management of cyber-effects is enough to study cyber navigations.

However, in most cases, as in the case of cyber-attacks, it is necessary to consider cyber-

interactions. So, because cyber-effects are a partial case of cyber-interactions, we will

give a slight priority in the most general context of cyber-interactions.

It is easily verified that the general form of a cyber-interaction is as follows.

Z = ((erwl)' (ZZI WZ)) (le) wll)) (ZIZi WIZ))

= ((21: W1), (Z2, Wo), (z1, W}), (Z3, le))(to)

a4 i Y

a +ialv

B B

b 41 B

(W) | & ~(Vl) WesV) |+ ~(Vsl) Wesl) | 5 T Wasl) (Weol) |+ 5:(Vosl)
[ I Ay F Ly me_l +1i bmv’1 by 8 Dayym
= W) | 5 ~VwV) (Wesl) | & A(Veol) WaV) | 5 2(Vl) Wesl) | 3 (el
prq I Gy g Uyryn T8 ey bMV'1 +1i bM%1 bMV,m +1i bMV,m
WeV) |+ ~VwV) WeV) | : A(Vl) WeV) |+ 2(VV) WV) | : (VD)
(VT ) SV NP Ayt T Aoapyin by i11 T8 by b, iim & Dagysim
(W) . (VwV) (W) L (V) (W) . (V) (W) .~ (Vwb)
Apprryr Tl Aprpir,n Upgyicyn T Apgpsym b, icya T8 bag,ir,a bty itym t 1 Pagyisym
(z1,w1)=yv(to)=(Ay_y+ily By y+iBy_y)eC*ExCm*h
QT 4 ¢ A QW4 AW\ B i B B 4 i B
WwW) | : ~AWwW) WwW) | 5 AWwW) WeW) | 5 (W) VW) | ; (W)
[ o B Y [ P o ¢ S bmw,1 +1i bmw'1 bmW,m +1i b,,,,W,m
VW) |+ (W) VW) | : W) VW) | : (W) VW) | : (W)
Ayr,a T8 App g Aprpm T8 gy bMW_1 +i bMW_1 wa,m +1i wa,m
(VW) . (W) (VW) (W W) (VW) . (W W) (VW) . (W W)
Ui T U Apeyiin Appprin T Aoy ian by, +11 T8 bar, 11 b vim 8 Dagyitm
(VW) . (W) (VW) . (W W) (VW) . (W W) (VW) . (W W)
Mw+iwt T U Aary i1 Mw+Lwd T U Aoy ir1 bariiw1 T8 Dacy iy b iiym 8 Pacyrsym

W) | o =(Vwl)
a;; tia,;,

1(WsV)
my,1

—~(VwoV)

a +ia,

1(W=sV) . S (VwV)
a's, ) iy

1(WV) . = (VwV)
(e ol A VP

1(W=sV)

. S (VwV)
A prypicyr T

My+Ly,1

(22, W2)=8y(te)=(Ay-y+iBy-y By y+iBy_y) ECExCmxh

(W) | o = (VwV)
a;, tiag,

(Wl | & (Vb))
Aoy T @

1(W-V) +i EI(VMV)

a

Myn Myn
1(WV) . (V)
Appyrin T Capyiin

1(WaV) +i ~S(VwV)
My+Lyn My+Lyn

Web) |+ 71Vl)
b’y i b,

(WwsV)
b ’my,l

(VwV)
my,1

+i b

WsV) | = pr(VasV)
b’MV'1 +i b’M%1

(WwwV) . T r(VeV)
b’M,,+1,1 +i b’MV+1,1
(WsV) ;1Y)
bacyripa T8 b gy rn

W) | 5 7IVal)
by, tiby,

W) | 5 7IVl)
b oym T8 b

WV) | = pr(VaV)
b’MV’m +i b’MV'm
(WV) . (V)

b’My+1,m +i b’My+1,m

br(WmV)

o 1 (VV)
My+eym T L b’

My+Lym

(z3wy)=vv(to)=(Ay_y+iRy_y.By_y+iBy_y)eChxcmxh
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o ~ (W (VWW) A(WWW) = (W W - .
/ a7 +ia wew \ / b w>_|_ b(11 . b w)+ b,(w w)
I N 1 VoW) A(WWW) [ | (W)
£ ~, (W a +i 1 (VW) - "
| a’%wﬁ” it R S | B E e S i B g )
Ty i S ’<V“”W) A(WWW) | ! 1 VW) oy (WW) 1 (Vo) ~ (WaW)
| st ot B DU+ B
(W 7 (Vo ~ (W (VW) A(Ww»W) (Vo) ,\(W,,,,W)
k a%;?ﬂ"‘ a%w+vz)1 aMW+1"+l @ My +in ) | b’ w+11+l b'acy+11 b'MW+1m+l b ayy1m
" - 1w) i @m \ W) o~ W) (VW) — (WwW)
a,;"lgw:ll'/ﬁ)w1 +i a’-("“‘:/wﬂivl ........ Mw+Lwn tia Mw+Lwn b, My+Ly,1 +ib’ My +Ly,1 b’MWJerm +ib' My +Lym

\.
|
)

(o) =00 (tg) =Ry g+ Ry By +1Bly )T R ek

4. Description of VVarious Types of Cyber Attacks
4.1 Passive cyber-attacks conducted by APTs

A detailed mathematical description of a basic passive attack is given in [6].
There are though some potential differences between a basic passive cyber-attack
(conducted by a non-persistent and non-sophisticated actor, i.e. hacktivist) and that
conducted by an APT. In the following paragraphs we describe contextually these

differences. The APT entity will be presented as U 4pr in this section.

Let Uypr, V € ob(cy(t)), whenever ¢ is in an arbitrary subset I = ]a, 7[ cc
[0,1]. Let also
8y: [0,1] » CV% x C™%: t » &y (t) = (74, wq)(E) and
Yr:[0,1] > CV% x C™%: ¢ 5 yy (1) = (2, wo) (1)

be two supervisory perception curves of U 4pr and V in the node system (U 4pr, V).

A family of interactions
F={2=Zux () = ((z1,w1), (z2, wy), (2}, W), (z3, wh) ) (t) €
(C™* x mek)4’ te ]I},
X,Y € {U4pr,V}, with associated family of cyber-interplays [6]

Dy = {§= 6216 x 6" x 61, x &,

to G(t) = (8(7’) ®), v 2 @), (t + At), y P (¢ + At)) t+Atel,Z € 7—"}
of the ordered cyber pair (Y, X) over the time t € I, is called coherent interactive
family in I, if there is a homotopy

H:1x[0,1] - G& x 6P x %Y, x G,
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such that, for each cyber-interplay G = G € Dy there is a p € [0,1] satisfying
H(t,p) = G(t) at any moment time t € I on which the cyber-interplay G = G

implements the interaction Z.

Proposition 4.1 In a passive attack F defined in [6] from U 4pr against V, the
number of resource parts in U 4pr at a moment t' = t + At increased by at least 4 new

(Uapr) (Uapr)
resource  parts, say fr (resMUAPT veu 1) IT(TESHT oy a)ss

(Uapr) i ()
fr(resMUAPT oy +/1)’ derived from the resource parts fr(res )

K1
fr(res,(c';)),. . .,fr(res,(c‘;)) that existed in the node ¥ the moment ¢, in such a way that
the following elementary properties hold:

If the relative valuations of fr(resgfgﬁevﬂ), fr(res%/HVJrz),...,

fr(res%/ oyt ,1) from the viewpoint of the (user(s) of) node U 4pr at the moment

t are ( (Uapr~V) (UAPT‘”‘”V)),“.,( (Uapr~V) (Uapr~V)

Arcy i1 Ay g Apryrpy 1 Aty rpapm ) respectively, with

Uy, .., 1y €4{1,2,.., 8y}, then the resulting valuation vectors

(&\I(UAPT"“"UAPT) ~1(Uapr~>Uapr) ) ( ~1(Uapr~>Uapr) ~1(Uapr~>Uapr) ) of
MUAPT+£UAPT+1’1' e MUAPT+€UAPT+1'n LA MUAPT+[UAPT+A‘1‘ B MUAPT+4’UAPT+}"n

the new resource parts fr (resg\',’;‘”) +e +1), fr (resg\',’;‘”) +e +2),...,
Uapr " Ugpr Uapr " Ugpr

(Wapr) : . .
fr (res My 8yt ,1) in U, as evaluated from the viewpoint of the user(s) of U ,py

at a next moment t' =t+At are equal to
a(UAPT’M"V) U apr V) U apr V) Wapr=~V)Y.
My+puq,1’ ) T My+pugn Jocc 0 My+py 1’ = TMy+uyn -
~1(Uapr»Uapr) ~1(Uapr>Uapr) ) _ ( (Uapr~V) (UAPT'”‘")V))
(a My prHyprr a7 My, oty prtan) = aJvl‘V+ua,1' e aMyﬂla,n , Va €
{1,2,...,4}.
All resulting valuations and vulnerabilities of new resource parts
fr (res("“”) ) fr (res("*“’T) ) in U,pr from the viewpoint of
MUAPT+£UAPT+1 e MUAPT+IUAPT+A APT

the user(s) of V' or any non-APT related node remain equal to O:

j 1(V-U gpr) _
vje{1,2,..,n}and Va e {1,2,..,2} = a o i =0,
vk €{1,2,..,m}and Va € {1,2, ..., 1} = b’ "Var0) — 0.

MUAPT+IUAPT+a'k
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iii.  There is initially at least one resulting valuation a’g“,'t"v”ﬁ”;? of a part fr(res,(c‘;)) in

V from the viewpoint of the user(s) of U,pr Which decreases but for sure this number

could be gradually increased: Initially

3j €{1,2,..,n}and 34, € (My +1,.., My + &y }: a5 < afprr V).

similarly, there is initially at least one vulnerability b’g\',’[’g’iz’“‘?{ of part fr(res,(c?)

in V from the viewpoint of the user(s) of U,,r Which increases but for sure this

number could be gradually increased: Initially

(UV)
My+pqa

(U»V)

Jke{1,2,..,m}and 3p, € {My+1,... My + €y} b’ My+pg

w>b

)

Iv.  The valuations and vulnerabilities of each part fr(res,ca ) in V from the viewpoint

of the user(s) of V remain unchanged until the first APT hunting results come up:

. (V¥ ~(VwV
vjie{1,2,..,n}and Vi, e {My+1,.. My + €y} = a’ngdmj = angdwj,

I’)‘/(V«MV) _ (V)

vke{1,2,..,m}and Vu, € {My+1,... My + £y} = My+tyrugk = Paeyreytug,

ey

Proposition 4.2 In a passive attack F from U ., against V, the number of resource

parts in U,pr at a moment t' = t + At has increased by at least 4 new resource parts,
(Uapr) (Uapr) (Uapr)

Say fT (resM/iJI;TPT'FgUAPT'Fl)’ fr (reSMU:TPT'l'eUAPT"'Z)" v fr (resMAU::T'l't)UAPT +)‘)’

derived from the resource parts fr(res,(c'?), fr(res,(c';)),. " fr(res,(c'?) that existed in

the node V the moment t, in such a way that the following elementary properties hold.

2\ 1/2
) of the

~1(UaprUapr)

Cyuprt a :
My, prtvi

v=1

i.  The (Euclidean) norm ||E'("APT*“*"APT)||:=( |29

resulting overall valuation in the variant node U ;" as evaluated from the viewpoint

of the user(s) of U,p; at the next moment ¢’ is much greater than the (Euclidean)

norms
2, 1/2
o= (5., 522, fagr=a7 ) o
2\ 1/2
||a(”APT"”V)||::( ?=12$i1 a%ﬂ:}v;y) )

of the initial overall valuations in the nodes U,y and V as evaluated from the

viewpoint of the users of U4,y at the preceding moment ¢:

”a’(UAPT“W’UAPT)” > max{”a(UAPT“”UAPT)”' ”a(UAPT“W’V)”}_



A. Alexopoulos and N. J. Daras 15

2\ 1/2
ii.  The norm ||a’("APT“’V)||:=( }‘=1Zﬁ';1|a’§f,’[ﬂf]y) ) of the resulting overall

valuation in the node V as evaluated from the viewpoint of the user(s) of U,y at the

next moment ¢ is much less than the norm |a®arr=V|:=

2\ 1/2
( }’=125i1|a§\',’tﬁf]y) ) of the initial overall valuation in the node V as

evaluated from the viewpoint of the users of U,y at the preceding moment ¢:
||a’(UAPT"‘"')V) ” & ||a(UAPT'”‘"V) ”

2\ 1/2
) of the resulting

ZUAPT+V

E’(UAPT'M'")UAPT)
A=1

iii. The norm ||5’(”APT“”’”APT)||:=( D) My tag
APT .

overall vulnerability in the variant node U ,p; as evaluated from the viewpoint of the

user(s) of U,pr at the next moment ¢’ is less than the norms

o\ 1/2
T WUapr»Ugpr) ||, — m tw |3 (Uapr»Uapr)
”b apT*>UapT ” = j=12v=1 bMUAPT+v’j and

1/2
b(UAPT“W’V) 2)

“b(UAPT“"’V)“:=( 1]1;12521 My+v,j

of the initial overall vulnerabilities in the nodes U ,pr and V as evaluated from the

viewpoint of the users of U4,y at the preceding moment ¢:

”E’(UAPT“W’UAPT) ” < min{”B(UAPT“”UAPT) ”’ ||b(UAPT“"‘"V)||}_

2\1/2
iv.  The norm ||b’(”APT““V)||:=< }“zlzﬁ';1|b’§f}"ﬁ:;y) ) of the resulting overall
vulnerability in the node V as evaluated from the viewpoint of the users of U, at

the next moment ¢ is much greater than the norm |p®@arr=V)|:=

2\ 1/2
( }?‘zlzfj‘;l |b("’“’”’V) ) of the initial overall vulnerability in the node V as

My, prtvi

evaluated from the viewpoint of the user(s) of U, at the preceding moment ¢:

||b’("APT""‘”V)|| > ||b(UAPT""'"V)||_.

4.2 Active cyber-attacks conducted by APTs

An attack is active if it is an attack with data transmission to all parties thereby

acting as a liaison enabling severe compromise. The purpose is to alter system resources
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or affect their operation. So, in an active attack, an intruder attempts to alter data on the
target system or data “en route” for the target system. A detailed mathematical
description of a basic active attack is given in [6]. There are though some potential
differences between a basic active cyber-attack (conducted by a non- persistent and
non-sophisticated actor, i.e. hacktivist) and that conducted by an APT. In the following
paragraphs we describe contextually these differences. The APT entity will be

presented as U 4pr

Let Ugpr, V € ob(cy(t)), whenever t is in an arbitrary interval I = Ja, 7[ cc
[0,1]. Let also

8U: [0, 1] - (Cnxk X (Cka: t— (Su(t) = (Zl,wl)(t) and
Yvi[0,1] > €% x €™t & yy (b) = (25, W) (8)

be two supervisory perception curves of V and U 4pr in the node system (V, U 4pr).

Proposition 4.3 In an active attack F from U 4pr against the (u4, ..., i) —device
parts fr(dev,&'?),...,fr(dev,(l‘?) of V and the (ky,..,k;)— resource parts

fr(res,(c'?),. . .,fr(res,(c‘;)) of V, the following elementary properties hold.
i.  All new resource valuations of the offensive node U 4p7 are derived from the set
of all initial resource valuations of V, i.e., for any j € {MUAPT +Cy,pr t+

1,.., My, +€y,,, + N}andany k € {1,2, ..., 1}, the new valuations

, ~WUapr~Ugpr)

VU
( APT) +id

a jk

are obtained as functions of the initial valuations

al " + i@l p € (1,2, ., my, My +1,., My + £y}, 1 €
{1,2,...,n}.

ii.  Similarly, all new resource vulnerabilities of the offensive node U 4pr are derived
from the set of all initial resource vulnerabilities of V, i.e., for any j €
My, + €y +1,.., My, +€y,,, + N} and any k€ {1,2,..,n}, the
new vulnerabilities

b,Q;:»UAPT) " iB\,Q’f(APTM’UAPT)
b I

are obtained as functions of the initial vulnerabilities
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b + b0 p € (1,2, . my, My + 1, My + £} k€
{1,2,...,m}.
Finally, from the viewpoint of the (user(s) of) node V, all valuations, if possible,
of Uspr remain unchanged, ie, if je{1,2 .., my,, My, +

1, ""MUAPT + eUAPT}’ then a](_’l;;’”UApT) — all(.’l;‘w»UAPT) for any k € {1, 2, ...,n}

and b;";:"’u““”) = b’](.“;(“"’"“”) forany k € {1,2, ..., m}. m

Proposition 4.4 In an active attack F from U 4pr against the (uy4, ..., u,,) —device

parts fr(dev,(l'?),...,fr(dev,(}?) of V and the (k4,..,Kk;)— resource parts

fr(res,(c'?),. ..,fr(res,(c‘?) of V, the following elementary properties hold.

a

o\ 1/2
L) of the

The (Euclidean) norm ||a’(”APT“”V)||:=( T,

resulting overall valuation in node V as evaluated from the viewpoint of the

user(s) of Uypr at the next moment t' is much less than the (Euclidean) norm

2\ 1/2
|aUarr=D)||: = ( DA |a%§’ﬂl’fv) ) of the initial overall valuation in
V as evaluated from the viewpoint of the user(s) of U 4pr at the preceding moment
t.

” a'Uapr=V) ” & ” aUaprV) ” _

2\ 1/2
The (Euclidean) norm ||b’(”APT”"V)||:=( }-"zlzﬁ‘;1|b’%§ﬁ;” ) of the

resulting overall vulnerability in the node V as evaluated from the viewpoint of

the user(s) of U 4pr at the next moment t’ is much greater than the (Euclidean)

- v 2 1/2
pUarr=1) ) of the initial overall

norm ||b(UAPT“”V)||:=(Z?1=1Z§';1 My+aj

vulnerability in the node V as evaluated from the viewpoint of the user(s) of Upr

at the preceding moment ¢t:
”b’(UAPT“"’V)” > ”b(UAPT*“"V)”_
The (Euclidean) norm

”E’(UAPT“""UAPT)”::( n { U apr

- 2 . 2 1/2
1(Uapr»UaPT) CusprtN | ~Wapr=Uapr)
j=1|&1=1 |4 +2 a

Aj =1 My, prt+hi




18 Mathematical Study of APT Hunting Techniques

of the resulting overall valuation in the variant node U 4pr as evaluated from the
viewpoint of the user(s) of U 4pr at the next moment ¢’ is much greater than the

(Euclidean) norms

1/2
||a(UAPT~M'9UAPT)||.= n MU 4pT |a(l{APT“”UAPT)|2 +Zl’w gUapr=>Uapr) 2
. A=1 Aj A=1 MUAPT'H"]
and
w V) (U V) 1z
Wapr>V)||. — APT™ APT™
laarr=b )= (S 572, [allr=|" + 522, |aSirr| )

of the initial overall valuations in the nodes U 4pr and V as evaluated from the
viewpoint of the user(s) of U 4pr at the preceding moment ¢:
||a’(UAPT‘”‘”UAPT) ” > max{”a(UAPT‘W’UAPT)”’ ”a(UAPT‘W’V)”}_

1/2
. . . ¢ .
iv.  The (Euclidean) norm ||b"Warr=Vars)||: = ( LY "‘“’T |b’%ﬁfﬁ"’*”)

)

of the resulting overall vulnerability in the variant node U 4p7 as evaluated from

the viewpoint of the user(s) of U,pr at the next moment t’ is less than the

(Euclidean) norms

1/2
||B(UAPT‘”‘”UAPT)”: — ( 1Z‘E’UAPT A%zpr““”://{qlpr) ) and
APT

/
MUAPT+)'] >

[barr=]:= (e, 2t

of the initial overall vulnerabilities in the nodes U 4pr and V as evaluated from

the viewpoint of the user(s) of U4pr at the preceding moment ¢:

||E’(UAPT“”UAPT)|| < min{”'B(UAPT“"UAPT)”, ”b(UAPT“'W’V)”}_ -

5. Mathematical Description of Indications of
Compromise (IOCs) related to APTs

So, having examined the more general cases of a passive and active attacks, we

will try to focus on some 10Cs related to APT actors’ activities.

In order to go further and get the full description of these IOCs, it would be wise
to mathematically orient and define some further concepts. The sophistication of

development of any cyber-attack is a critical issue and can be described as follows.

5.1 Sophistication of APT Cyber Attacks
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The term “sophistication” of a cyber-attack is often used inconsistently or incorrectly
by the cyber community, let alone in the cases where a persistent, advanced and
complex actor (as APT) is involved. Generally, most of the times the term
“sophistication” is used inadvertently or deliberately. The term, even though it is highly
important and critical, loses its value when overused, and should instead be employed

to differentiate exceptional attacks or attackers from the norm (as an APT may be).

The “sophistication” of a cyber-attack concept is a puzzle of definitions that form
the big picture. To enter the structural operational status of such a “sophisticated”

attack puzzle, we assume the derivatives

U v o a{a(UapTV)} _
pUarr= (1) = L2 () =
T
APT™ APT™ APT™ APT™ APT™ APT™ APT™ APT™
ay u(v V) a(U V) a(u V) a(U V) a(U V) (v V) (U V) (u V) }
1 Umy 4 mV+1 ren MV ’ MV+1 [ Mv+fv+1’ MV+€V+1""’ MV+LV (t)
at
and
q(V=v)
~(VwsV ._ o{a [x1,x2,x3,t 1} _
V()= - ) =
~WwV) (WVwV) (V) ~(VwV) (VwV) ~(VwV) ~(Vwl) ~(VwV) T
6{(u1 - lmy Oy 4108y, ’aMV+1'""aMV+€V+1'aMV+€V+1'""aMV+LV) }(t)
at

exist in a time interval I = ]a, B[ in the sense of distributions. In such a case, we say
that the relative effectiveness states a(UaprV) = qWarr~V)[x, x, x5, t] € R* and
avvV) = @VV{xy, x,,x3,t] € R* are two smooth node valuations and the
distributional derivatives ¢UarrV)(¢) and V"V (¢) are the rate changes/slopes of
the valuations aW4prV) and @V"¥) respectively, at a point (x4, x5, x3 ) of a part E
into the node V from the viewpoint of the (user(s) of) node U 4pr and V, respectively,

over the time interval 1. Here, as usually, £ := My + Ly.

For® = ¢, and X,Y € {U,pr, V}, it is obvious that

1. If @X=1)(t) > 0 whenever t € I, then we are situated definitely in the area
[A5(Y)](I) of correlated growth for the total valuation of the node Y as
evaluated subjectively from the user(s) of X over the time set I ([5]).

2. If @X1)(¢) < 0 whenever t € I, then we are situated definitely in the area
[Ax(Y)](I) of correlated reduction for the total valuation of the node ¥ as

evaluated subjectively from the user(s) of X over the time set I ([5]).
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3. If X1 () = 0 whenever t € I, there is no correlated growth or reduction for
the total valuation of the node Y as evaluated subjectively from the user(s) of X
over the time set I, due to a multitude of potential reasons.

By analogy, suppose the derivatives

a{b(UAPT"‘"')V) [x1,%2,x3,t ]}

(UAPT"‘”’V)(t)- — (t) =
v at
Uapr=V) L (Uapr=V) ,(Uapr=V) (Uapr=V)  (Ugpr=V) L (UgaprV)  (Uapr=V) ,(Ugpr=V)
a{(b1 sesbmy, b1 bagy b1 Pacy ey 1 Pacy ey 1Py oy
at
and
H(WVwsl)
V=V () = a{b [x1,x2,x3,t]} £) =
PN (@) sl (g
~WwV)  (VwV) 2(VwlV) 3:Vwl) 2VwV) ~(VwV) =~ (VwV) >~(VwV) T
3{(”1 seBmy by 10Bagy By 410D aey v ey 1P aey oy 10 MV+LV) }(t)
at

exist in a time interval I = ]a, B[ in the sense of distributions. In such a case, we say
that the relative effectiveness states b(Wapr=V) = pWarr=V[x, x, x5,t] € R* and
bV V) = pVV[xy, x4, x3,t | € R* are two smooth node vulnerabilities and the
distributional derivatives ¥ UarrV)(¢) and pV*"V)(¢) are the rate changes/slopes of
the vulnerabilities b(V4prV) and b*V) respectively, at a point (x4, x, x3 ) of a part
E into the node V from the viewpoint of the (user(s) of) node U 4pr and V, respectively,

over the time interval 1.

As above, for ¥ = 1,3 and X,Y € {U 4pr, V}, it is obvious that:

1. If $&=1(¢) > 0 whenever t € I, then we are situated definitely in the area
[By(Y)](I) of correlated growth for the total vulnerability of the node Y as
evaluated subjectively from the user(s) of X over the time set I ([5]).

2. If $&XN(¢) < 0 whenever t € [, then we are situated definitely in the area
[Bx (Y)](I) of correlated reduction for the total vulnerability of the node ¥ as
evaluated subjectively from the user(s) of X over the time set I ([5]).

3. P&~V (¢) = 0 whenever t € I, there is no correlated growth or reduction of
the total vulnerability for node Y as evaluated subjectively from the user(s) of

X over the time set I, due to a multitude of potential reasons.

Remark 5.1 Having defined the rate change of valuations and vulnerabilities we can
proceed to orientation of sophistication in cyber-attacks, definition which will support

our further posture in this paper. So, if we have one or combination of the following

AP
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states that declare a slow infection (constituents’ degradation) we assume that there

should be a suspicion of sophistication V") = 0~ and p V") = 0*. m

5.2 APT Hunting Scenario 1

The APT actor Z4pr secretly relays and possibly alters the communication
between two parties/nodes who believe they are directly communicating with each
other, belongs to active cyber-attacks.

In this scenario the node Z 4pr, that is the APT actor, cyber-interacts between
nodes U and V . Actually in this “active” intersection attack, instead of this “normal”
interaction we experience an active attack from node Z 4py to either or/and both of other
nodes using some resources of the other interacted node. In such a case, a family of

coherent interactions

F= {ZAPT =Zapr(y (D) =

(21, W1, (22, W), (z, W}), (25, w})) (£) € (CV# x <) ¢ ¢ 1},

lying in the partial danger sector € = €, .,y to the node V from the node Z 4pr during

the entire time set I, is a germ of (partial) active attack against the (u4, ..., ,) —

device parts fr(dev,(l‘?), fr(devﬂ?),...,fr(dev,(l'?) of V and the (g, ..., K;) —

resource parts fr(res(v)), fr(res,(c';)),..., fr(res(")) of V, during a given time set

K1 K)

I cc [0,1], if, whenever t € I, the pair ((z1, wy), (Zp, w3)) € (CV* X (C"‘X")2 of
supervisory resource perceptions of Z 4pr and V in the system of nodes Z 4pr and V has

the form

((le wl)l (Zz, WZ)) =

Zapr=V) | o ~(VwV) (Zapr=V) | o ~(VwV)
al’l +1 a1'1 alln +1 alm
Zapr=V) | ; ~(VwV) (Zapr=V) | o ~(VwV)
A, +ia,, At + i Ty
0 0
0 0
(ZaprV) | ~(VwV) (Zapr»V) | ; ~(VwV) [
Aprpr11 T a1 0 Aagpein T Qagpiin
(Zapr=V) | o ~(VwV) (Zapr=V) | o ~(VwV)
My+eyl TUQaguip,1 0 Qarpreym TU A ippm
0 cee 0

0 0



22

0
0

v+11

0
0

VwZ . ~(Z Z
a(ll*""* APT) +i a( APT*ZAPT)

1,1
(VwZ apT) i ~(Zapr~ZaPT)
mz ppr-l Mz apr-l
0
0
(VwZapr) p a(ZAPT“‘”’ZAPT)
MZAPT+1’1 MZAPT+1'1
(VwZ4pT) . ~(ZaprZAPT)
Mzaprt€z4pr1 Mzaprtiz4prz1
0
0
WwZapr) |, » 7ZaprZapT)
bi4 +i by,

VawZ , ~(ZaprZapT)
bin 1 ar) 4 g bp, 1
z ZAPT’

0
0

(VwZ 4p7) L B(ZAPT“W*ZAPT)
MZAPT+1’1 MZAPT+1'1

(VZ pT) , ~(ZaprZapT)
Mz apr 2 ,4pr1

0
0

and is depicted, at a next moment ¢ = ¢+ At, at a pair ((zy, w}), (z5, wh)) €

(Cmk x «:"‘X")Z of supervisory resource perceptions of Z,pr = Z and V having the

form

(@1, wh), (23, w3)) =

BT 4 B
(ZapT™V) | &+ (VwV)

b mﬁT +ib,, |
(Zapr=~V) | : T(VwV)

by i1 T by, <11

Zapr=V) |+ (V)
byt ie 1+ bic,+e,1

Mzpprt€z4pr21
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Zapr=V) | & (VwV)
bl_tﬂp T +i b1,m

b(ZAPT“W*V) +i B(V*W*V)

mym my,m
0
0

(Zapr=V) | + T:(VwV) !
bic,iim” T8 bDagyiim

(ZaprV) | : pVV)
bMV+£’V,m +1 b.M'V+t’V,m
0

0

WVwZapr) | :+ ~Zapr~ZapT)
alrn +1 alrn

VwZ . ~(Z Z
a( wZApPT) +i a( APT>Z APT)

MZppr™ MZapr ™
0
0
(VwZgpr) . a(ZAPT*W*ZAPT)
MZAPT+1'n MZAPT+1’n
(VwZgpr) . ’d(ZAPT“"’ZAPT)
MzaprHzapr™ MzaprHEzapr™
0
0
WwZapr) |, - 7ZaprZapT)
b 1m +ib 1m
(VZ 4p7) L B(ZAPT‘“”)ZAPT)
MZppr™ MZapr™
0
0
(VwZapT) ~(ZaprZ apPT)

+ib
Mz, ppt+im Mz,pp+im

(VZapT) L B(ZAPT*W*ZAPT)
Mz aprH2pp ™ Mzaprtezaprm
0
0
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1(ZwV) |+ (V) 1(ZwV) | = S(VwV)
a tiag, Qi TL A,
1(ZwV) . (V) 1(ZwV) . S (VwV)
a,tia,y a g a,
0 0
0 0
1(ZwV) %) 1(ZwV) %)
Myr1a T @11 My+in T @, in
1(ZV) %) 1(ZwV) %)
my+eyt T Ao 001 Appibyn T @pgyiopm
0 0
1(ZwV) . (V)
by +i by
1(ZwV) . (V)
b my1 T b myd
0
0
1(ZwV) . Ty (VwV)
b' o v11 HE b ari1q
1{(ZwV) . (VD)
b e, T8 D Ao,
0
0
(vwz) . ~(zwz)
a,, +iag,
(voz) | ~(zw2)
a my,1 ta mg,1
0
0
(vwz) . ~(zwz)
Aprpi1a T LAz
(Vawz) ~ ~(zw2)
Aac,ie,1 T Qpr,ie,n
/(vz) - ~(zw2) (vwz)  ~(2w2)
Apr,repi11 T U @ac,ip,011 = Caryr1a T U Appyiaa
((vwz) . ~(zwz) ((vewz) ) ~(z~2)
Aarpreping T Qo ip,int = Cagyre,n T8 Aag,pe,1
0

0

ZwV) | = pr(VsV)
by +i by
VI D
0
0
(ZV) = pr(VwsV) ’
b,My+1,m +1i b,My+1,m
(Z~sV) : I(WwV)
blMy+t’y,m +i b,My+t’y,m
0
0
((Vewz)
a in
1(vewz)
a myn
1(vewz)
A zt1in
(vwz)
Mz+ezm
(Vwz) ~(zz)

~(z2)
+ia,,
~ze2)
myn
0
0
~(z2)
+1i aMerl,n
) /\,(ZMZ)
Tl om

(vewz)

Apgpregiin T U Aar, 0 i1n = @ ar,41n

()

(v»2)

Apcpregiim T U Qo e, = gy itym

(v-2)
e

0
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. ~(zw2)
Ly, 11n

)
L Qg wHewmn
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b My+e,+11

1(Vwz)

My+e7+N1

b

Ebo,ip,i11 = Dagy1q T 1

+ib

b’ ib
My +ey1 My+eyp1
(V)

~(z-v)
My+11

. ~zwv)
LDy veyn

~(z2)
My+E5+N1
0

+(vt)

=b My+ey1

0
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b’gfz) +i

b’f,fv”;f) +i

1(Vz)

My+ez+Nm

(z-2)

1m

b

(z-2)

mym

b

With exactly the same way, this attack can be conducted against U node without the

knowledge of node V. Most of the times the sophistication of this attack is low to

medium due to active orientation of this attack.

It is obvious that if the nodes have smooth valuations and smooth vulnerabilities, the

following states applied during this attack:

e (@®), 9"V (0)
U () <0
V() <0
eV () <0
Pl <0

@ZartV) (1) < 0
(p(V*‘"’ZAPT)(t) >0
@EaptZarr) (£) > 0
@ZarrU)(£) < 0
@U~Zarr)(£) > 0

5.3 APT Hunting Scenario 2

PN (6), PV ()

P >0
PV() >0
PV (1) > 0
PU-0() >0
PYZarr=V)(£) > 0
II}(V'“”‘)ZAPT)(t) <0
P ZaprZapr)(t) < 0
PEZarr=U (1) > 0
PYUZarr) (¢) < 0

This second scenario APT hunting is a passive attack that consists in the

monitoring of Cyber activity, often by covert means, escalates as follows. A family of

coherent interactions
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F={2=Zuyx® = ((z1,W1), (Z2, Wy), (z3, W}), (z3, w3))(t) €
((Cnxk % (mek){ te H},
lying in (a partial danger sector € = Ey_y to) the node V from the node Z pr = Z

during the entire time set I, is a germ of (partial) passive attack from an intermediate

node Z against the (kq,..,K;)— resource parts fr(res(v)),

K1
fr(res,(c';)),..., fr(res,(c‘?) of V, during a given time subset I cc [0, 1], if, whenever
tel, the pair ((zq,wy),(zy,w)) € (CV* x (C"”““)2 of supervisory resource
perceptions of U and V in the system of nodes U and V has the form

((ZIJ wl): (er WZ)) =

0 0
0 0
(ZwsV) . ~(VwV) (ZV) . A (VwV)
A, i11 T A 011 0 i T Aprpiin
(ZwV) . ~(VwV) (ZV) . A (VwV)
aMy‘l'#v,l + t aMV‘l'[V,l e aMV+t’V,n + U My+ey,11
0 cese 0
0 0
0 0
0 0
(ZV) . (VwV) (ZwsV) . 7 (VwV)
bac,+11 U by, i11 - DParyiim T Paryiim
(ZwV) . ~(Val) e (ZwV) ~(Val) ’
bMV‘F{’V,l +1 bMv+€V,1 vee b.M'V+€V,m +1 bMv‘i'[V,m
0 cee 0
0 0
0 0
0 0
(VWwZ) . ~(ZwZ) WwZ) . ~(ZwZ)
Apr,11 T prpi11 0 Aagyein T U Aagypin
(VwZ) A (ZwZ) e (V) . ~zwz) |
Apryre,1 TU Aagpve,1 0 Aacgiegn T Qpppnbsn
0 cese 0
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0 0
0 0
b%?ﬁl +i B%ﬁfil b%?ﬁm +i B%ﬁfim
Dy o+ Bocyiegs L DSeiam Bty
90 90
0 0

and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (zh, wh)) €

(Cmk x (C“”‘“"")2 of supervisory resource perceptions of Z and V having the form

(@1, wY), (73, w3)) =

0 e -
0 0
a’%ﬂq'l +if '%?21 ......... “'%ﬂm +i ‘?%ﬂ/l)'“
@it 1 @S @styton 5
0 ......... 0
0 0
o o
0 0
Vi B, T b+ B o
RO o PR & e RS e
0 ......... 0
0 0
o o
0 ......... 0
a’%ﬁﬁll +i &\'g\if;ﬁJ a,%ﬁﬁm +i ‘?S‘gfjﬁ'“
N IR E L @y @ e
alg\lr/tyft)’z+1,1 + i d\’gffjft)’z+l,l a’%;:ll)’zﬂr" +i ‘?%?E;ZH’"
jon  Ciagm en e
z+€z+v,1 Mz+ez+v,1 Mz+ez+vn Mztbztvn
0 2
0 0
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o 0
0 0
iWwz) o opyEwz) 1Ww2) oy (ED)
b'a,+11 T8 b acye11 b a,+1in+ 8 D' acyiin

(Vs Z) , ~@wZ) 1 (VwZ) , ~(ZwZ)
b Mz+€71 +1 ble‘l‘fz,l b Mz+€zn +1 b,MZ+t’Z,n
(Vs Z) , i~ @) (Vs Z) , o~ (@ZwZ)
b a,+t,411 T8 D' acpee,411 by, +e,41n T8 D' acpve,41m

[ (VwsZ) , ~@ZwZ) y (Vs Z) , ~(@ZwZ)
b Mz+€z4+v,1 +1 ble‘l‘fz'{'V,l b Mz+€z7+vn +1 b,Mz+ez+V,n
0 0
0 0

With exactly the same way, this attack can be conducted against U node without the
knowledge of node V. Most of the times the sophistication of this attack is medium to
high due to “passive” orientation of this.

Specifically, during this APT attack the following states applied:

U@, V") PUN@®)Y?, PV (1) Y*

eV (1) =0
V() =0
V() =0
PUD() =0
%V (t) <0
e"B() =0
PZD(t) > 0
%0 () <0
pUP(®) =0

Y@ =0
PV=N() = 0
PV@) =0
P =0
P&V(t) >0
YD (1) =0
PZD() <0
P&U() >0
p U@ =0

5.4 APT Hunting Scenario 3

In this scenario we actually have a highly sophisticated attack where intruder gains
access to a device/system to which he has no right for access. Again here the node U is
the APT actor that conducts the attack. During this attack the following general form
of cyber-effect applies [5]:

g=9:2>W)(®) - PL (@)

where 9% (1) (¢) and P (V) (t") are the combinatorial triplets
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(V) (U) (t) (D(fraction) (U), Svm(fraction) (U), :uVD(fraction) (U)) and

?gl{) (V) (t’) _ (D(fralction) (V), SUD(fra.ction) (V), ,uUD(fractwn) (V) )’

available available available
respectively ([5]).
In such a case, a family of coherent interactions

F={Z =Zyx®) = ((z1, wy), (22, wy), (z}, w}), (z3, wy) ) (t) €
((Cnxk % ((:mxk)4’ t e H},

lying in (a partial danger sector € = €y_y to) the node V from the node U during the
entire time set I, is a germ of (partial) access attack against the (uy, ..., u,,) — device
parts fr(dev(v)) fr(dev(v)) youos fr(dev,(}i)) of V during a given time subset I cc

[0,1], if, whenever t €1, the pair ((zq,wyq),(zz,W;)) € (CV% x (C"‘Xk)2

supervisory resource perceptions of U and V in the system of nodes U and V has the

form
((Z1JW1): (Zz:‘Wz)) =
WwV) ~(VwV) (WwV) A(V-M»V)
(/ a11 +ia;, P At \
(W~M~>V) ~ (V) (ww»V) i gV=" |
I my 1 + l amV,l amyn +1 myn I
0
0

(«»V) SWwV) o (UwV) ~(Vol)
b,, +ib b +ib

k my,1 my,m my,m
0

b(uw) L b(vw) b(uw) L b(vw) )

SrTE

W) | i WD) V0 L A(WM»W) |

((
I | my,1 my,1 mu n mu n
k\ 0 0

0 0
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st sz
' | |
V~w>U , ~(UwU) - . ~(UwU)
b 4 i By bﬁ,‘iu,,‘?+ i Doy i
\ 0 0
0 0 /

and is depicted, at a next moment ¢ =t + At, at a pair ((zy, w}), (zh, wh)) €

((C“X’2 X (C‘"X")2 of supervisory resource perceptions of U and V having the form

(@1, wY), (23, w3)) =

’

UV VsV UV VwV
/ a’( " )+ i '§1“"’ > a’(lnm )+l a’(lnw )
l /(U*W*V) . (V) 1(U=V) ~1(VwV)
| my 1 tia my,1 a myn +1 mymn

°

A

bl(U"W?V) +i bl(VWV)

> ~ UwsU w , ~WVwl
’(V oy 5 ) = '5"1 4 a'(1,1 )
,(v«»u) A(U U) 1(UwV) ~, (V-»V)
mul +i myl — my,1 +lamv,1
1(U~sV) A(VwV)
mV+11

' myr1q T

1 (UwV) ~ (V)
a my+4,1 +ia my+4,1

°
0

o )
b'("“’") +i b'“’””")

my,m my,m

0 /
w> ~ (U~U > ~ (VwV
,(V Diia gn )_a,(u )4 a,g'n )
1 (Ve U) ~U~0) 1(UV) ~ WD)
a myn + l myn = my,n + l myn
(UV) (V“W*V)
almy+1n +i my+1n
1 (UwsV) , ~VwY)
my+in + my+in
0
0
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~ (UwU)

W . —~ (VwV
b,g',/l v +1 b’1'1 ¢ )

=0 +i by,

(W) | . i~ UwU) HUES B ~ 2
b my,1 +ib my,1 =b my,1 +ib my,1
1(UwsV) : ’\r(VMV)
b py+11+ 8 b yi1a

1 (UV) . ~WwV)
b py+i1+ 1 Dy

0
0
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" . ~(UwU AUES .~V
b0 i B0 =8 im0

yWas) | . U0 (Uwy) | . (V)
b mgm T b mgm = b P b myn
1 (UwV) , o~ (Vb))
b mV+1,n + t b mV+1,n

1(UwV) . o~ (Vwl)
b my+in +1 b’my+l,n

0
0

Most of the times the sophistication of this attack is medium to high. Specifically,

during this scenario the following states applied:

eV (), V" (b)

U (t) <0
" =0
V(1) =0
V(@) >0

PN @), pTV ()

@) >0
Pp-N(e) =0
p=(® =0
PO <0

Proposition 5.1

It is clear that during this scenario the attack F from U that plays

the role of APT actor against the (u4,..,u,) — device parts fr(dev(v)),

1251

fr(devﬂ?),. . fr(devﬂ?) of V, the following elementary properties hold.

The (Euclidean) norm || a’@*"?|| of the resulting overall valuation in the node V
as evaluated from the viewpoint of the user(s) of U at the next moment t' is less
than the (Euclidean) norm ||a®@*¥|| of the initial overall valuation in the node V
as evaluated from the viewpoint of the user(s) ofU at the preceding moment ¢:

| @@=V] < fla@=")|
The (Euclidean) norm || b'@Y)|| of the resulting overall vulnerability in the

node V as evaluated from the viewpoint of the user(s) of U at the next moment t’

23 1/2
is greater than the (Euclidean) norm ||b("“""")||:=( }?‘=12§‘;1|b§";;”3]. ) of

the initial overall vulnerability in the node V as evaluated from the viewpoint of
the user(s) of U at the preceding moment t:
I 57| > [
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iii.  The (Euclidean) norm [la’“~¥)|| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment t'
is greater than the (Euclidean) norms

[@*] and [|a®"]|
of the initial overall valuations in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:
1B > max{[|BY2||, |8V }

iv.  The (Euclidean) norm ||b’@¥)|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment ¢’ is less than the (Euclidean) norms

(B2 ] and [[p@-"|
of the initial overall vulnerabilities in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:
15"V2]| < min|[BC-2|,[|@7]| }. m

Remark 5.2 Of course, in the special case where there is a fully successful access

attack the following hold:

| @@ = 0, || @0 = Jimg, | VO] = g, m

An access attack, besides a reflexive homomorphism, can take place physically

when an attacker U, physically gains access of victim node devices V.

5.5 APT Hunting Scenario 4

In this scenario the actual attack vector which involves is an unauthorized detection
mapping and services to steal data. This attack can potentially take place both actively
and passively. Specifically, in passive scenario 4, an intruder monitors systems for
vulnerabilities without interaction, through methods like session capture. In active
scenario, the intruder engages with the target system through methods like port scans.
Again here the node that plays the role of the APT actor is the U.

Thus, during this attack the following general form of cyber-effect applies:
g=9:2W(@®) > PP W)
where Q,SV)(U) (t") and ?g‘” (V)(t") are the combinatorial triplets
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Q‘()V)(U) = QE)V)(U) (t’) = (mavailable (V): SUiRavailable (V)’ ‘uumavailable (V) )
and

PP W) = (Cavaitabie V), SuCavaitapte V), Uy Cavaitapte (V) )
respectively ([5]).

It is obvious that the purpose of this attack is for node U to uncover all constituents’
vulnerabilities of node V.

A family of coherent interactions
F={Z =Zyx®) = ((z1, w), (22, wy), (z, w}), (z3, wy) ) (t) €
(> x ety tet),
lying in (the partial danger sector € = €y_y to) the node V from the node U during the

entire time set I, is a germ of scenario 4 attack against the (u4, ..., u,) — device
parts fr(devﬂ?), fr(devfl‘;)),...,fr(dev,(l'?) and the (kq,...,K;) — resource
parts fr(res,(cl?), fr(res,(c?),...,fr(res,g?) of V during a given time set I cc
[0,1], if, whenever t €, the pair ((z1, wy),(z2, W3)) € (C™% x (C"‘X")2 of

supervisory constituents perceptions of U and V in the system of nodes U and V has the

form

((Zli Wl)' (ZZ' WZ)) =

o . 0
0 0
UwV) . ~(Vwy) T (UwV) . ~(VwV)
A, 11 T Ao, i1 App,iin T Appyiin
(UwV) . ~(VwV) (UwV) . ~(VwV)
aMV'l'ev,l + t aMV'l'[V,l aMV'I'fV,ﬂ + L MV+[V’"
0 ......... 0
0 0
o 0
0 0
UV Wy (Uob) VeV
b, 11 T8 bar 11 bic,r1m & Pacyi1m
Uwb) N UV) . T (Vwb) '
bMV+[V,1 + bMV+[V,1 bMy+£v,m +1 b.M‘V+t’V,m
0 ......... 0

0 0
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al;"? +ial? al? + i all?
Weol) | o ~U=U) Wl) | & =(UD)
amu,l +1 amu,l amu,n +1 amu,n
0 0
(V»U) . ~(UwU) (V»U) . ~(UwU) ’
Appy+11 T Aagyina Appyrin T Qprpiin
(V»U) . ~(UwU) (V»U) . ~(UwU)
aMu'{'eu,l + t aMu‘l“gu,l aMu‘l‘[u,n + t aMu+eu,11
0 ......... 0
0 0
N . ~(Uw~U) s . ~(UwU
b 1 i b, b0 4 i b
R Vsl , +(UwD)
me,l +1 me.1 bgnu,n) +1 me,n
0 0
(V) , ~(UwU) (V) , ~(UwU)
b, 11+ bacyi11 b, +in + 1 Dagyrin
(Ve U) , ~(U~D) (Vo) , ~(U=~U)
bMU"'t’U»l i bJVl‘U""’U»1 bMU+t’U,n +1 bMU+€U,n
0 --------- 0

0

0

and is depicted, at a next moment ¢’ =t + At, at a pair ((zy, w}), (zh, wh)) €

((C"X" X (C"‘X"‘)2 of supervisory resource perceptions of U and V having the form

(@1, wY), (73, w3)) =

o L 0
0 0
Wwv) . ~S(Vwy) T (UwV) . S (VwV)
a’MV+1,1 +1 'M,,+1 1 a’MV+1,n +1 a’MV+1,n
(UwV) . (V) (UwV) . S (VwV)
a’Mv"'eV,l + t a’MV+£’V 1 a’Mv'i'ev,n + U a’Mv'i'fv,ﬂ
0 ......... 0
0 0
o 0
0 0
(W) ey (UoV) (V)
b’MV+1,1 +1 b,MV+1,1 b,MV+1m +1 b,MV+1,m
UV) N UV) ) '
b,MV+fV,1 +1 b,MV+{’V,1 b,My+t’ym +1 b,MV+£ym
0 ......... 0
0 0
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1(VwU) . S (UwU)
a'y, ~+iaiy
1(VwU) | . = (UwU)
a,,, tia,”
0
(V- U) .~ (UwU)
Aprpr11 T Aagpi1a
(V) . ~(UU)
Aprprtyr T X pripn
0
0

WwsU) . 7 7(UwU)
b'yy T +i by

B 4 i FUnD

my,1
(V) . 7 (UwU)
b o, +1a T D511
(V- U) . 7 (UU)
b my+€y,1 +1 b my+€y,1
0
0
1(VwU) . 7 (UwU)
b’y +11 8 a1
1(Vw»U) . 7y (UwU)
bt rey1 T8 D ar o1
(VerU) _ (UwU)

! H !
b MU+fU+1,1 +1 b Mu+€u+1,1

~ (UwD)

1 (VU) .
b yey+eyre,1 T8 D acyreyrepn

0

0
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1(VwU) | . =5 (UwU)
a 1n +ia 1n
......... ool D)
myn + La myn
0
1(VwU) . =~ (UwU) ’
Mmy+in T @ agyiin
(Vs U) +i ~(UwU)
Mu+[u,n t MU""EU,n
......... 0
0
1(VwU) . 7y (UwU)
by, F+ibi,
......... (ool D)
b mgn T 1 b myn
(Vs U) . 1 (UwU)
b my+1in +1 b my+1in
1(VwU) . 7 (UsU)
b my+fy,n +1 b my+€yn
......... 0
0
1(VU) . 7 (UwU)
bacyiin T D a0 1m
1(Vw»U) . 7 (UsU)
b My+€ymn +i b My+€ymn
; (Vo) , ~(U~U)
b My+€y+1n +1 blMu+fu+1,Tl
......... W) WD)
b My+ey+ev,n + i b’Mu""fu""fv,n
0
0

Most of the times the sophistication of this attack is very low and highly

“transparent” to attacked node. Frequently, after this attack a more sophisticated attack

is expected. Specifically, during scenario 4 attack the following states applied:

eV (@), "V (1)
eUV(t) <0
V() =0
V() =0
U~V (@) >0

YN0, V()
PN >0
YY) =0
PV =0
PpU=D(t) <0
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Proposition 5.2 It is obvious that during this attack F from U against the

(u4, ..., uy) — resource partsfr(res(v)), fr(resﬂ?),...,fr(resﬂ?) of V, the

51

following elementary properties hold:

The (Euclidean) norm || @'Y || of the resulting overall valuation in the node V
as evaluated from the viewpoint of the user(s) of U at the next moment t’ is much
less than the (Euclidean) norm ||a®’*"¥?|| of the initial overall valuation in the
node V as evaluated from the viewpoint of the user(s) of U at the preceding
moment ¢:
I @P] « fla®"]

The (Euclidean) norm || b'U*"Y)|| of the resulting overall vulnerability in the
node V as evaluated from the viewpoint of the user(s) of U at the next moment t’

is much greater than the (Euclidean) norm  |[p@V)|:=

2\ 1/2
(Z}"=1Z§‘;1|b%;”3j ) of the initial overall vulnerability in the node V as

evaluated from the viewpoint of the user(s) of U at the preceding moment t:
I B > [[pP].
The (Euclidean) norm [|a’@¥)|| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment t’
is much greater than the (Euclidean) norms
[@~®| and [la®-"|
of the initial overall valuations in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment ¢:
la” @] > max{||la®-?|, "] }
The (Euclidean) norm ||b’U=*¥)|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment ¢’ is less than the (Euclidean) norms
162 ] and |||
of the initial overall vulnerabilities in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:

|50 < minf 5=, 5=}
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The criticality of this attack is high since most of times it is the omen of a more

severe or more sophisticated attack.

5.6 APT Hunting Scenario 5

In this scenario we orient 2 attacks that intent to sophisticatedly deny services and
generally resources to authorized users. The attacker U that again plays the role of the
APT actor makes a computing or memory resource too busy or too full to handle
legitimate requests, thus denying legitimate user access to a machine. The difference
between these 2 types of attacks is actually the source. In the first type the attack is
initiated by only one node. On the other hand, the second vector has the engagement of
a multitude of nodes (intentionally or not, e.g. via Botnets).

Thus, during this kind of attack the following general form of cyber-effect applies:
9=9:29W)(® - PP W)t
where QSV)(U) (t") and ?g‘”(m (t") are the combinatorial triplets

ng)(U) = ng)(U) (") = Ravaitabie V), SuRavaitabie V), UyRavaitanie (V) )
and

:Pt()U)(V)(t’) = (mavailable(v):SUERavailable(V)"uumavailable(v))
respectively ([5]).

It is obvious that the purpose of this attack is for node U to keep all
resources/services of node ¥V busy in order to make them unavailable to all users that
really need them.

A family of coherent interactions

F={2=Zyx) = ((z1, W), (22, W3), (z1, W), (5, w5) ) (t) €

(C™ x (mek)4, te H},
lying in the partial danger sector € = €y_y to the node V from the node U during the

entire time set I, is a germ of scenario 5 attack against the (u4,...,H,) —
fr(devﬂ;)),...,fr(devﬂ?) resource  parts fr(resf:?), fr(res,(cz)),...,
fr(res,(c'?) of V during a given time set I cc [0, 1], if, whenever t € I, the pair

2 . . .
((z1, W1), (z2, w3)) € (C™% x C™*#)" of supervisory constituents perceptions of U

and V in the system of nodes U and V has the form
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((Z1JW1)» (ZZ»‘WZ)) =

o . 0
0 0
WwV) . A(Vwy) T (UwV) . ~(VwV)
A 11 T App, i1 App,iin T Appyiin
(UwV) . (V) (UV) . (V)
aMV‘l"fv,l + t aMV‘l"gV,l aMV‘l'[V,TI + t aMV‘l'[V,TI
0 ......... 0
0 0
o . 0
0 0
(W) Wy (Uob) VeV
bic,+11 18 bar, i1 bic,+1m T & Dacy+1m
WUwV) | : TVwY) UV) NG) '
bMy+t’y,1 + bMy‘l’t’y,l bMv‘i'fv,m +1 b.M'V+t’V,m
0 ......... 0
0 0
o . 0
0 0
WwU) . ~(Uwy) T WwU) . ~(UwU)
Appy+11 T Aagpita Appyrin T Qprpiin
(Ve U) . (UwU) (Vl) . ey |
aMU+£’U,1 + t aMu'l'[u,l aMu'I'fU,ﬂ + t My+eu,ﬂ
0 ......... 0
0 0
o 0
0 0
(Vl) , ~Uwy) e (Vl) , ~(UwU)
bacy+11 T8 bary+11 bic,sim T bacyt1m
(Vl) , ~(UwU) (V) , ~(UwU)
bMUH’U.l i bWtUH’U'1 bMUH’U,m +1 bMU+£’U,m
0 ......... 0
0 0

and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (zh, wh)) €

(Cv® x (C“‘X")2 of supervisory resource perceptions of U and V having the form

(@1, wh), (23, w3)) =
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o 0
0 0
(U»V) . S (VwV) o T (UV) . S (VwV)
“’MV+1,1 +1 a,MV+1,1 =0 a,MV+1,n +1 a,MV+1,n =0
(U=V) . SWeV) (UV) e
,Mv‘l"fy,l + t a’Mv‘l‘l)V,l - 0 ,MV+4’V,I1 + U a’My'ny,ﬂ - 0
0 ......... 0
0 0
o 0
0 0
UwV) . yWwy) 4 T (UwV) . o (VwV)
b,.M‘V+1,1 +1 b’M,,+1,1 =1 b,]V[V+1,m +1 b,MV+1,m =1
(U=V) . V) U=V) . V) '
b,Mv'l'ev,l + blMy‘l’t’y,l =1 ble‘i'i’v,m +1 ble‘i'fy,m =1
0 ......... 0
0 0
o L 0
0 0
Wwsl) . ~S(U-sU) T (VsU) . S (UU)
a/M,,+1,1 +1 ,MU+1,1 a’MU+1,n +1 ’MU+1,n
Vel .~ (Uw) (Vnll) . Sy |
a’Mu+l’U,1 + t a’Mu‘l‘[u,l a’Mu‘l"gu,ﬂ + t a’Mu‘l‘fu,ﬂ
0 ......... 0
0 0
o 0
0 0
(WwU) . oy (U-yy T (VU) . 7 (UU)
b,MU+1,1 +1 b,MU+1,1 b’MU+1,m +1 b,MU+1,m
(WwU) . 7 (UU) (VU) . 7 71(UU)
b’Mu+[u,1 + U b’Mu'l'[u,l b’MU'i'fy,m + U b’Mu""fu,m
0 ......... 0
0 0

During this attack the results depicted in previous matrices are usually temporary
and only strictly during the application of the attack. Most of the times the
sophistication of this attack is very low and highly “transparent” to attacked node since
the lack of resources is more than obvious. Frequently, after or during this attack a more
sophisticated attack is expected. Specifically, during these attacks the following states

applied:

‘p(UN»V)(t), @(V«»V)(t) II)(U«»V) (t), {I)(V«»V) (t)
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() <0 PpU(t) >0
V() <0 P7V(@) > 0
pVV(t) >0 Pp0() < 0
U@ >0 P U@ <0
Proposition 5.3 It is obvious that during this scenario’s attack F from U against

the (uq, ..., ,) — resource parts fr(res,(l‘?), fr(res,(l'?),..., fr(res,(l'?) of V, the

following elementary properties hold:

i.  The (Euclidean) norm || a’@*"?|| of the resulting overall valuation in the node V
as evaluated from the viewpoint of the user(s) of U at the next moment t’ is
temporary O:

[a =<0

ii.  The (Euclidean) norm || b"U*Y)|| of the resulting overall vulnerability in the
node V as evaluated from the viewpoint of the user(s) of U at the next moment t’
is temporary 1:

[ =1

iii. ~ The (Euclidean) norm [la’ )| of the resulting overall valuation in the variant
node U as evaluated from the viewpoint of the user(s) of U at the next moment t’
is much greater than the (Euclidean) norms

[@“] and [|a®"]|
of the initial overall valuations in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:
18"V 2 max{|[BY] |8V }

iv.  The (Euclidean) norm ||b"U")|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment ¢’ is less than the (Euclidean) norms

[B2] and [[p@"7
of the initial overall vulnerabilities in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:

|50 < minf 5=, 5= .
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The importance of this attack is high since most of the time, especially during

distributed one, the nodes that participate are already compromised via Access attack

that has already discussed.
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