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Object Orientation Validation of ATM Using FSM
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Abstract
ATM is a computerized machine that provides bank customers to gain access to their
accounts using magnetic encoded plastic card and code number. ATM is a real-time
system that is very complex in design and application. The ATM provides 24*7
hours service, customer can withdraw cash up to certain limit with in a day any time.
ATM is very beneficial for travellers, as they need not carry large amount of cash
with them. The customer also withdraws brand new currency notes from ATM card.
ATM also provides privacy to customer transactions. The Unified Modeling
Language that is an object-oriented approach is used for modeling purposes know
days by researchers and scientists. UML represents various static and dynamic views
of system. The present paper represents class, sequence, activity and state model of
ATM system. Valid and invalid Test cases are also designed for validation of

models.
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1 Introduction

Little work has been done to employ UML for modeling of parallel and
distributed applications. The Pllana and Fahringer[13,14] has develop various
building blocks to control and enhance flow of data. Mapping of applications on
process topologies is also illustrated. Brief introduction on UML versions, models,
concepts, views and environment as well as role of UML in software development
on various platforms are well described in [2]. UML was implemented by OMG
[10,11,12] in 1996 which aims to maintain the specifications by publishing
documents and tools related to UML.Well known object oriented language UML
was used[21]to construct model for execution of task in distributed manner, for
validation of UML model state diagram is converted to Finite state machine and test
cases are generated for proposed model. An ATM network for distributed database
system was designed by hossain [8]. In 1967,Barclays introduced first ATM
machine in Hendson branch, London and ATM emerges as smaller, faster and easier
medium [3]. A trend in transaction infrastructure and two-factor authentication with
respect to ATM was evaluated in [19] and also performance of ATM machine was
evaluated. Fingerprint authentication in ATM machine was proposed by [8] for
providing security to the ATMs. It is composed of three-tier structure and it
emphasized on reducing ATM fraud. Biometric verification at ATM user interface
overview is explained by[7].PIl (personal identification image) method for ATM
security is proposed in [17].Wang etal.[20] has proposed a fingerprint orientation
model on 2D Fourier expansion and also its applications to singular point detection
fingerprint indexing. Automated fingerprint recognition system and its key
challenges including research scope is well illustrated in [1]. Object oriented
modeling using UML is well described in [9]. Alternative PIN entry method referred
as cognitive trapdoor games which make harder for criminal to obtain PINs even he
get entire input and output of a PIN entry procedure was introduced by [16].
Concept of graphical password scheme was introduced by [22]. Shoulder surfing
resistance with eye-gaze entry in recalling graphical password was explained by [6].
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Shaukat [18] described a state based approach for integration testing in UML models.
Debashish [4] has used UML for constructing, visualizing and modeling. A spacial
model of ATM networks for transaction fees between banking and non banking
services was introduced by [5].

2 Background

2.1 ATM

An electronic device that enables the customer to perform online transactions
without involving cashier, clerk and bank teller. The customer make cash
withdrawal, check account balances, transfer money as well as purchase prepaid
mobile phone credit by using ATM card. ATM is one of the best ways for official
exchange rates for foreign travellers. Typical PIN based ATM has following
processes:

e Insert ATM card to establish interface.

e Enter your PIN and press the execution key for the system to match the PIN, if
PIN doesn’t matches, then user access is denied to the next stage and he or she is

requested to repeat the operation with the correct PIN for a fixed retries.

e If the PIN matches then the transaction interface is displayed and user has to select

the account type (savings, current or credit).

e The withdrawal amount is then selected from the display options. The system
then checks if the available balance is sufficient for servicing the request. The
machine will dispense the money in case of sufficient balance while insufficient
balance causes the machine to decline the transaction with the display of an
explanatory message such as “insufficient fund”.

e The machine prompts user if a new transaction is to be performed. If the response
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is “Yes’, the transaction interface is again displayed and the first five operations

(a-e) are repeated. If “No’ the transaction is terminated and card ejected.

3 UML Static and Dynamic Diagrams

3.1 Use Case diagram

The use case diagram represents the flow of functionalities between user of the
system and system itself. The ATM system composed of various conditions for cash
withdraw.

Preconditions:

The customer should posses ATM card.
Network connection of bank system working properly and must be active.
Some cash must be in ATM systems to dispense.
Withdraw service must be working properly.
Events:

Following events occurs during cash withdraw.
ATM card insert

Checked for authenticate user using pins

Select withdrawal by account type

Select account type

Select amount of cash to be withdrawn

Confirm withdrawn

Remove card from ATM system

Dispense cash

Use case ended

Scenarios:

(i) Success scenario:
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Cash withdraws

Cash withdraws with receipt printed
(i) Failure scenario:
Unauthenticated user login
Unauthorized /invalid card
Insufficient cash in ATM system
ATM Card jam

Cash dispensing, failure
Non-responding of bank system

Post conditions:

ATM system dispensed cash and returned card to customer.

155

The ATM system returned the card to the customer, but not supplied the amount of

cash registered withdrawn from customer account.

The ATM system returned the card to the customer and no withdrawal registered to

customer's account.

Use case diagram(see Figure 1) represents the interaction between the user and

system and system itself. Mentioned above user enters card if card is valid machine

prompt to enter pin if pin is valid then user select service and account. User makes

transaction if the limit withdrawal limit reached, insufficient balance in the account

or no money in ATM machine then transaction failed. But if transaction is successful

then user removed the card and print receipt is generated and user account is

updated.
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Figure 1: Use Case diagram for ATM.
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3.2 Class Diagram

Discarding the unnecessary and incorrect classes according to following rules
identifies right classes:
a. Redundant classes
If two classes are expressing the same information we have to select a more
descriptive name. For example, customer and user are redundant in ATM systems so
the customer is retained.
b. Irrelevant class
If  aclass has little or nothing to do with the problem, then it should be eliminated,
in ATM cost is outside the scope of ATM transaction software.
c. Vague classes
A class should be specific. Some tentative classes may have ill-defined boundaries
are to be broad in scope so we have to eliminate these. In ATM system, security
provision, record keeping provision and banking network are vague classes.
d. Attributes
Names that primarily describe the individual objects should be restated as attributes
as name, age, weight and address are usually used as attributes.
e. Operations
If a name describes an operation that applied to objects and not manipulated in its
own right, then it is not a class.
(F) Roles
The name of a class must reflect its intrinsic nature and not a role that it plays in
association.
(9) Implementation constructs
The classes having constructs extraneous to the real world should be eliminated from
the analysis model.

Class diagram (see Figure 2) represents the structure in general or static view of
UML model as defined in Object Management Group (OMG). Shows customer has
an account with a bank and bank issued an ATM card to the user. Customer can
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have saving or current account with the bank. ATM card can be used for online

transaction as well as for withdrawal of money from ATM machine.

Bank
Customer
— code : integer
name : string adress : strin
card_details : Integer T g
. name : string
pin : integer
issuel)
validate pin() manage() ATM
maintaini) . -
location : string

identify()

Account

Acc.no. © integer

depositi)
withdraw()
cancel()

Current Account

Saving Account

Acc.no @ integer
balance : Integer

Acc. no. : Integer
balance : Integer

withdraw()

withdraw()

Figure 2: UML Class Diagram for ATM system.

3.3 Sequence Diagram

A series of diagrams represents the dynamic behavior of an object-oriented
system. It is also used to model the way a use case is realized through a sequence of

messages between objects. Sequence diagram represents how objects interact with
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each other. Emphasizes time ordering of messages. Modeled simple sequential flow,
branching, iteration, recursion and concurrency.

Sequence diagram (see Figure 3) that shows dynamic behavior for interaction
between customer and ATM server. Customer insert card and enter pin, pin is
verified by ATM machine then customer selects operation to perform, customer

enters amount to withdraw, if cash dispense then print receipt is generated.

Customer ATM Server

Insert Card

Enter Pin

Pin Verification

Select_Operation()

| Enter_Amount() |

[Pass]

Withdraw Cash, Print Reicpt

Dispense Cash

Figure 3: UML Sequence Diagram for ATM system
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3.4 Activity Diagram

Activity diagram(see Figure 4) are same as flow charts and data-flow diagrams
from structured development. Activity diagrams represent the dynamic behavior of a
system. Process flows in the ATM system are captured in the
Activity diagram. Activity diagram shows the workflow of a system by modeling the
flow of control from activity to activity.

Activity diagram which shows user insert ATM card, if the card is correct then
machine prompt to enter pin other wise termination occur.

If pin is correct then user selects account type and if pin is correct then
termination occur after 3-5 retries. After entering pin user enters amount to be
withdraw. Again if user has sufficient fund in account then transaction will be
successful and machine dispensed cash but if there is insufficient fund then

transaction failed and process terminated.

T

(Insert T A card\‘ inwvalid card

>
NP
( Er‘l‘t-er Fird )

invalid " gaorminate >

walid

(Select Account)
<Enter A TTO L T )

imnsufficient
Fwamd

Sufficiemnt fumnd

(Dis Pernse Cash)

om0
&

Figure 4: UML Activity Diagram for ATM system
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3.5 State Diagram

Figure 5: UML state Diagram for ATM system

Table 1: Events for State transition.

a | Enter card

a' | Invalid card

b | Enter pin
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b'" | Wrong pin entered

¢ | Select account

d | Sufficient funds

¢' | Insufficient funds

e Remove card

Table 2: Representation of Activity for state transition

Qo | User enter card

gy | User enter pin

g2 | terminate

gs | User select account

gs | Make transaction

gs | Dispense cash

gJs | update

4 Test Cases for ATM System Using FSM

The activities are in (see figure 5) represented as o, g1, J2, 43, a4, Us, and Qe
with number of events as represented in above see table and 2; total events are a, a’,
b, b’, ¢, d and e and f. On a’ represents complement of an event and similar
definition is also considered for other events. From the above figure, the

relationships between activity and event in the form of transition functions are
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described below along with equivalent grammar:

0(do,@) =0 = (Qp~>aq;
3(qpa) =0, = gp>aq,
6(qub) =03 = 0q;>bag;
6(qub)=d, = q->baq,
0(03,C) =0z = 03>cd,
8(d3C) =0, = U3>Cq

0(04,d)  =qe Gs=>d0s
Test case 1:Invalid card

Jo>ads
Qo220
By replacing terminals on RHS of production rules,we can get,

Qo—>aa'd

Test case 2:Invalid password
Jo=>ads
q12>bqs
U3>b'qz

By replacing terminals on RHS of production rules, we can get,
qo—>abb'g
Test Case 3:Insufficient funds:
Jo=>ads
d1>bas
J3=>C4
U3>C'q2

By replacing terminals on RHS of production rules,we can get

go—~>abcc'g;

163
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Test case 4:Transaction successful and card removed
Jo>ads
d1>bas
J3=>C4
J4—>dgs
. Os>€ds
By replacing terminals on RHS of production rules, we can get

go—~>abcdefqe

5 Testing using Use Case Scenario for ATM System

Scenario is the real life situation in which the user interacts with system and
failures occur.

We developed a matrix see Table 3, start by identifying data elements required
to execute use cases. For each scenario we identified test case that causes some
error condition and then valid (V) for successful or invalid (I) for alternate flow are
used to represent conditions and "IM"(impractical) indicates that this condition is

not applicable to the test case.
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Table 3: Testing using Use case scenarios.

TC | Scenari alid| PI | A | Am | Amoun | Amount Expected
ID# o/ card| N | cc | oun tin in ATM Result
Conditi ou| t | Accoun
on nt | Ent t
# | ere
d
(or
cho
sen)
TC | Scenario | V V| V|V \Y/ \Y/ Successful
011 cash
transacti withdrawal.
on
successf
ul
TC | Scenario | V V| V|V \Y/ | ATM not
02 2-ATM working due
unable network
to problem, use
dispense case ended.
money
TC | Scenario |V | V |V | V \Y I Warning
033 - message,Ente
Insuffici r Amount
ent
funds in
ATM
TC | Scenario | V I |V ]| IM \Y \Y/ Warning
04 |4 - message,
Incorrect return to,
PIN (> 1 Enter PIN
left)
TC | Scenario | V I |V ]| IM \Y \Y/ Warning
05|4 - message,
Incorrec return to,
t PIN (= Enter PIN
1 try

left)
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TC | Scenario IM \Y \ Warning

06 | 4 - message,
Incorrec card blocked,
t PIN (= end of use
0 tries case
left)

TC | Scenario \Y V Message

07 |5 maximum
Maximu withdrawal
m for today
withdra reach end of
wal use case.
limit
reach

TC | Scenario v I Message

08 |6 retries
Transact entering with
ion less money.
uUnsucce
ssful

6 Conclusion

The ultimate objective deals with modelling of ATM system functioning, which
is used to derive various valid and invalid test cases for ATM system working. Use
cases are also discussed that shows the valid, invalid and impractical condition for
ATM system functioning. The expected results generated by use case scenario
testing shows various warning messages if the test case is invalid.

In the presented model, object-oriented approach is followed and model is
platform independent.

This work can be extended to design a biometric strategy based on fingerprint

matching and face recognition to measure ATM security in India E-banking sector.
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