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Abstract

The paper documents, based mainly on [3]-[6] published papers where a consistent
mathematical description of cyberspace and various types of Cyber-Attacks and
protection measures are presented, a holistic mathematical approach to a rigorous
description of Advanced Persistent Threat (APT) actors’ modus operandi through
various scenarios and Cyber Kill Chain stages [2]. After referring [6] to the various
elements of Cyber-Attacks we propose some techniques (via 5 scenarios) of
tracking the modus operandi of the most sophisticated and non-linear cyber actors,
the Advanced Persistent Threat actors that are usually nation-state or nation-state
backed and usually stay undetected for an extended time in later stages of Cyber
Kill Chain in defenders’ networks.
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1. Introduction

The aim of the present paper is, based on the previous published papers [3], [4]. [5],
[6] to document a rigorous description of Advanced Persistent Threat (APT) actors’
modus operandi through scenarios and various Cyber Kill Chain stages. To this end,
Sections 2 to 6, based on all necessary elements (among others, definition of
Cyberspace, Cyber Valuation/Vulnerability) from [3], [4], [5], and [6] we describe
the means to detect the modus operandi and some TTPs (Tactics, Techniques and
Procedures) through 5 scenarios that the most sophisticated cyber actors (APTs) use
to evolve cyber complex attacks [1]. Identifying these vectors through the Cyber
Kill Chain the defenses are straight forward and no value would be added
enumerating them.

2. APT Hunting Scenario 1

The APT actor, that in this section will be depicted as Z 4pr, clandestinely relays
and possibly modifies the communication between two nodes who suppose that they
are directly exchange info with each other.

In this scenario the node Z4pr, that is the APT actor, cyber-interacts between nodes
U and V . Actually in this “active” intersection attack, instead of this “normal”
interaction we experience an active attack from node Z4py to either or/and both of
other nodes using some resources of the other interacted node. In such a case, a
family of coherent interactions

F= {ZAPT =Zapry x)(O) =
((ZI! Wl)' (Zz, WZ)' (le' wll)l (ZIZ' WIZ))(t) € ((CnXk X (mek)4, te H},

lying in the partial danger sector € = €;,,,.y tothenode V fromthe node Z,pr
during the entire time set 1T, is a germ [6] of (partial) active attack against the

(uq, ..., my) — device parts fr(dev,(}?), fr(dev,(}?),..., fr(devﬂ?) of V
and the (g, ..., k;) — resource parts fr(resfcl?), fr(res,(c';)),...,fr(res,(c';))
of V, during a given time set I cc [0,1], if, whenever t €1, the pair

(1, W1), (22, W,)) € (C™* x C™#)* of supervisory resource perceptions of
Z pr and V in the system of nodes Z4pr and V has the form

((er Wl): (ZZJ WZ)) =
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and is depicted, at a next moment ¢’ = t + At, at a pair ((zy, wy), (z3, w3)) €

2 . .
(C™ x c™%)" of supervisory resource perceptions of Zpr=2Z and V

having the form
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Following the same process, the identical attack may be conducted against U node
without the knowledge of node V. According to [6] the sophistication of this attack
is low to medium.

Stated in [6], and given that involved nodes have smooth valuations and smooth
vulnerabilities, the following status applies during this scenario:
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AR L ORI GRAS O

() <0 P () > 0
V() <0 PV >0
V() <0 P@=0 () > 0
U <0 PU-0() >0
(p(ZAPT“W’V) (t) <0 II,(ZAPTWV) (t) >0
@V Zarr) (£) > 0 PV=Zarr)(£) < 0
@EaptZarr) (1) > 0 P Zarr=Zapr)(t) < 0
@ZarrU)(£) < 0 PYEarr=U(¢) > 0
@U~Zarm) (£) > 0 PUZarr) (¢) < 0

3. APT Hunting Scenario 2

In second scenario, APT activity is actually a passive attack and the hunting
comprises of the monitoring of Cyber activity. A group of coherent interactions

F=1{Z = Zyx®) = ((z1,w1), (22, W), (2}, 1), (22, wp) ) (¢) €
((Cnxk X (mek)“’ te H},

lying in a partial danger sector € = €y_,; tothenode V fromthe node Zpr = Z

during the entire time set I, is a germ of (partial) passive attack from an
intermediate node Z against the (x4, ...,k;) — resource parts fr(res,(c'?),
fr(res,(c';)),..., fr(res,(c';)) of V, during a given time subset 1 cc [0,1], if,

whenever t € I, the pair ((z4, wy), (z2, w)) € (CV%* x (C"‘X‘")2 of supervisory

resource perceptions of U and V in the system of nodes U and V has the form

((le wl)l (Zz, WZ)) =
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and is depicted, at a next moment t' = t + At, at a pair ((z}, wy), (zy, wj)) €

(Cv® x (C“‘X")2 of supervisory resource perceptions of Z and V having the
form
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It is possible an identical attack to be conducted against U node without the
knowledge of V. Most of the times, according to [6] the sophistication of this attack
is medium to high due to “passive” orientation of this.

Specifically, during this APT attack the following states applies:

PN,V PUN@®Y?, PV (1) y*

PV () =0
V(=0
V() =0
o =0
eV (1) <0
p"D(t) = 0
D) >0
%V (t) <0
P (M) =0

YU = 0
PrI@ =0
P () = 0
PO =0
PEI(t) >0
YD) =0
PZD(t) <0
PE0@E) > 0
p U@ =0

4. APT Hunting Scenario 3

According to this evolved scenario a highly sophisticated attack, where intruder
gains access to a device/system and compromise it, takes place. Similarly here the
node U isthe APT actor that conducts the attack. During this attack the following
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general form of cyber-effect applies [5]:
9=9:90’W® - PH (@)

where @V (U)(t) and PP (V)(t') are the combinatorial triplets

QéV) (U) (t) — (D(fraction) (U), SVD(fraction) (U), cuVD(fraction) (U)) and

PRV = (D iaste VS0 itaie V) UoDlyaiaie V) ).
respectively ([5]).
In such a case, a family of coherent interactions
F={Z=Zyx® = (21, wy), (22, wy), (z}, w}), (z3, wy))(t) €
(v x cm#) e el
lying in (a partial danger sector € = €y_y to) the node V from the node U

during the entire time set I, is a germ of (partial) access attack against the
(u4, ..., y) — device parts fr(dev,(}?), fr(devﬂ?),..., fr(dev,(:)) of V
during a given time subset 1 cc [0,1], if, whenever te€1l, the pair

(1, W1), (22, W,)) € (C™* x C™#)* of supervisory resource perceptions of

U and V inthe system of nodes U and V has the form

((th Wl)' (ZZ' WZ)) =

WwV) | o ~(VwV) Wwv) | . ~(VwV)
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0 0
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s , ~(U~U (U .~V
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According to [6] the sophistication of this vector is medium to high. During this

scenario the following state applies:
UV (0), 9"V ()

U () <0

PV (@® =0

() = 0

UV () >0

YU @), PV (¢)

PpU=N() >0
PN =0
pI @) =0
Pl <0

It is clear that during this scenario the attack F from U that plays the role of APT

actor  against  the

(HL ’”v) -

device  parts fr(devﬂ?) :

fr(dev,(};)),..., fr(dev,(l‘]’,)) of V, the following elementary properties hold.

i.  The (Euclidean) norm || @’@=Y)|| of the resulting overall valuation in the

node V as evaluated from the viewpoint of the user(s) of U at the next
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moment ¢’ is less than the (Euclidean) norm [|aU*)|| of the initial overall
valuation in the node V as evaluated from the viewpoint of the user(s) ofU
at the preceding moment ¢:
| @@=V] < |la@="].
ii.  The (Euclidean) norm || b'@=")|| of the resulting overall vulnerability in the
node V as evaluated from the viewpoint of the user(s) of U at the next

moment ¢ is greater than the (Euclidean) norm |[pW™Y)||:=

2\ 1/2
b%;’ﬂ] ) of the initial overall vulnerability in the node V

(Zm, 2,
as evaluated from the viewpoint of the user(s) of U at the preceding moment
t.

I "7 > [|pt"].

iii.  The (Euclidean) norm ||@’@~¥|| of the resulting overall valuation in the
variant node U as evaluated from the viewpoint of the user(s) of U at the
next moment t' is greater than the (Euclidean) norms

[a@=0|| and [|a@=|
of the initial overall valuations in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:
18] > max{|[B-2| | 8=}

iv.  The (Euclidean) norm |[|b"U")|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the
next moment ¢’ is less than the (Euclidean) norms

[BC=0|| and [|p@=|
of the initial overall vulnerabilities in the nodes U and V as evaluated from
the viewpoint of the user(s) of U at the preceding moment t:
|5~ < min{[BC=0|| [V ). w

In the special case where there is a fully successful access attack the following hold:
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| a@D] ~ 0, [|a @] = famg, [b6C0] = /my. m

An access attack, besides a reflexive homomorphism, can take place physically

when an attacker U, physically gains access of victim node devices V.

5. APT Hunting Scenario 4

In this scenario the actual attack vector which involves an unauthorized detection
mapping and services to steal data. This attack may potentially take place both
actively and passively. Specifically, in passive scenario 4, an intruder monitors
system for vulnerabilities without interaction, through techniques like session
capture. In active scenario, the intruder engages with the target system through
techniques like port scans. Again, here the node that plays the role of the APT actor
isthe U.

Thus, during this attack the following general form of cyber-effect applies:

9=9:08W)® - PP W)
where @ (U)(t") and P (V) (t') are the combinatorial triplets
9 (W) = 9 (W) =
(Ravaitabte(V), SuRavaitabie V), UyRavaitanie(V) ) and

PP W) = (Cavaitabie V), Su€avaitabte V), Uy Cavaitapie (V) )
respectively ([5]).
The scope of this attack is for node U to uncover all constituents’ vulnerabilities
of node V.

A family of coherent interactions
F={Z=Zyx® = (21, wy), (22, wy), (z}, w}), (z3, wy))(t) €
(> x c8)’ e e},
lying in (the partial danger sector € = Ey_,y to) the node V from the node U

during the entire time set I, is a germ of scenario 4 attack against the

(uq, ..., my) — device parts fr(dev,(}?), fr(dev,(l‘;)),..., fr(devﬂ?) and the

(K4, ..., K3) — resource parts fr(resg)), fr(res,(c‘;)),..., fr(res,(cz)) of V

during a given time set Icc[0,1] , if, whenever tel , the pair
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((z1, W1), (z2, w3)) € (C™% x (C""“")2 of supervisory constituents perceptions

of U and V inthe systemof nodes U and V has the form

((21: w1), (Z2, ‘Wz)) =

0

(UV)

Aprry+11
(U=V)

a]V[V+£V,1

0

0

0
(U~V)
bMV+1,1

(UwV)

9
0

(Vs
a1

(V)
amu,l

0

W) |
Appy+11 T L

(Vw0)
aMu+€U,1

0
0

°

+ia

_

+ib

bMvH?v,l +ib

U)+ia

+ia

+ia

~(VV)
My+1,1

+i A~ (V)

°

an+fV,1

(V)
My+1,1

(VW)
My+€y,1

~(UwU)
11

~(UU)
my,1

()
My+1,1

~(UU)
My+€y,1

: ~(VwV)

My+1n

. ~(VwV)

aMV+fV,ﬂ

~(UwU)
al,n

a(Uw)U)

myn

- (UU)
My+1n

. ~(UwU)

My+€ym
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b B b+ B
W) | . =UwU) Wal) | & 3(Uw)
bmu,1 +1i bmu,1 bmu’n +1i bmu’n
0 0
(V~U) . (UwU) (V=U) . (UwU)
bar,+11 T & Paryi11 bicysin T8 Paryiin
(V=U) . (UwU) (V~U) . (UwU)
bMu+£u,1 +1 bMu+£u,1 bMu+€u,n +1 bMu+fU,l1
0 ......... 0
0 0

and is depicted, at a next moment t' = t + At, at a pair ((z}, wh), (zy, w3)) €

(C"x" X (C"‘X"‘)2 of supervisory resource perceptions of U and V having the

form

(@1, w)), (73, w3)) =

0
0
1(UwV) . S (VwV)
Mmy+11 T @pp, 111
1(UV) .~ (VwV)
My+£y,1 +1 My+£y,1
0
0
o ..
0
(Uv) . Sy (Wwy) T
b’MV+1,1 +1 b,MV+1,1

1 (UwV) . S (Vw)
b'ie,vep1 t 1 b’M‘VH’V,l
0 .....
0

. aas 0

. ~y(VwV)
a My+1n

., Sy (VwV)
My+fyn

0
(Uwv) , 77 (VwV)
b,MV+1,m +1 b,MV+1,m

bI(U*W‘)V)
My+€fym

(VwV)

N
+1 b My+€fym

0
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1Vwl) | . ~(UwU) 1Vwl) | o ~(U~wl)
@i " tlay, i Tl
oty Ay T Wl )
a my,1 +1 my,1 a my,n tia my,n
0 0
1(VwsU) . ~(UwU) 1(Vl) . ~(UwU) ’
my+11 T @ pp i1 My+in TU @ pr iqm
1(Vwsl) . ~(UwU) 1(Vwsl) . ~(UwU)
My+€y1 tia My+€ty1 My+€yn tila My+€ymn
0 ......... 0
0 0
1(VwU) . 77 (U»U) 1(VwU) . 7 1(U=U)
b1,1 +lb1'1 by, +iby,
(W) | . mU=u) 1Vl | . 71(UwU)
b my,l + l b mU,l b mygn + l b mymn
1(VwU) . 7y (UU) 1(VsU) . 7 (U~U)
b ny+11 T T b, 11 b oy sin T T D 0 i1n
1(VwU) . 7y (UU) 1(VU) . 7 (U»U)
b my+4Ly,1 +1 b my+Ly,1 b my+fyn +1 b my+fyn
0 e 0
0 0
1(VwU) . 7 (UU) (Vs l) . 7 (Uw»U)
b'ae 4110 T8 D ag,i10 b ity in T D arysin
1(VwU) . 7y (UU) 1(VU) . 7 (Uw»U)
b sty veyr T U D ac,ve,1 b sty veym T8 D 3y reym
 (VsU) , ~UwU) s (Vsl) , ~Uw)
b ay+y+11 T8 D acyreye11 b yty+ep+in T U D acyrep+1n
(Vs U) . ’\,(UWU) ......... 1 (VU) . /\,(UWU)
b My+€y+tyl +1 b My+€y+€y,1 b My+Ly+fyn +1 b My+€y+fyn
0 0
0 0

The sophistication, according to [6], of this attack is very low and highly
“transparent” to attacked node. Most often after this attack a more sophisticated
vector is planned. Specifically, during scenario 4 attack the following states applied:
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AR L ORI GR A

PN () <0 P (@) >0
V) =0 P =0
pVV() =0 PV =0
U0 >0 PV <0

It is obvious that during this attack F from U against the (uq,...,H,) —

resource parts fr(res(v)), fr(resﬂ?),..., fr(resﬂ?) of V, the following

1

elementary properties hold:

The (Euclidean) norm || a’U*Y)|| of the resulting overall valuation in the
node V as evaluated from the viewpoint of the user(s) of U at the next
moment ¢’ is much less than the (Euclidean) norm ||a?**"?|| of the initial
overall valuation in the node V as evaluated from the viewpoint of the user(s)
of U at the preceding moment t:
| @@= « [la@=1].

The (Euclidean) norm || b"U=*Y)|| of the resulting overall vulnerability in the
node V as evaluated from the viewpoint of the user(s) of U at the next

moment ¢ is much greater than the (Euclidean) norm |b@=¥|:=

2\ 1/2
b%}"ﬂl ) of the initial overall vulnerability in the node V

(Zm, 2,
as evaluated from the viewpoint of the user(s) of U at the preceding moment
t:

[ B > [[p@-7].
The (Euclidean) norm ||@’WY)|| of the resulting overall valuation in the
variant node U as evaluated from the viewpoint of the user(s) of U at the
next moment t' is much greater than the (Euclidean) norms

[@“=?]| and [la®"|

of the initial overall valuations in the nodes U and V as evaluated from
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the viewpoint of the user(s) of U at the preceding moment t:
la" @2 > max{|[a®-?|, a¥"| }

iv.  The (Euclidean) norm ||b’@=¥)|| of the resulting overall vulnerability in
the variant node U as evaluated from the viewpoint of the user(s) of U at
the next moment t’ is less than the (Euclidean) norms

[BC=] and |-V
of the initial overall vulnerabilities in the nodes U and V as evaluated from
the viewpoint of the user(s) of U at the preceding moment t:
|5 =] < min{[BC=0|| 5=V ). m

The criticality of this attack is high since most of times it is the omen of a more
severe or more sophisticated attack.

6. APT Hunting Scenario 5

In this scenario we orient 2 attack vectors that intent to sophisticatedly deny services
and generally resources to authorized users. The attacker U that again plays the
role of the APT actor makes a computing or memory resource too busy or too full
to handle legitimate requests, thus denying legitimate user access to an asset. The
difference between these 2 types of attacks is actually the source. In the first type
the attack is initiated by only one node. On the other hand, the second vector has
the engagement of a multitude of nodes (intentionally or not, e.g. via Botnets).

Thus, during this kind of attack the following general form of cyber-effect applies:
9=9:08W)® > PP W)
where @3 (U)(t') and P (V)(t') are the combinatorial triplets
9’ = 0 W) =
(Ravaitabie(V), SuRavaitabie V), UyRavaitanie(V) ) and
?z(;u)(V)(t') = Ravaitabte V), SuRavaitabte V), WyRavaitante (V) )
respectively ([5]).

It is obvious that the purpose of this attack is for node U to keep all
resources/services of node V  occupied in order to make them unavailable to all
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users when needed.
A family of coherent interactions

F=1{Z = Zyx®) = ((z1, w1), (22, W), (z3, W}), (23, w3) ) (L) €
((Cnxk % mek)4’ t e H},

lying in the partial danger sector € = €y, to the node V from the node U

during the entire time set I, is a germ of scenario 5 attack against the
(g, o) ) — fr(devﬂ;)) pees fr(devﬂ?) resource parts fr(res,(c'?),
fr(res,(c';)),..., fr(resg?) of V during a given time set I cc [0,1], if,

whenever t € I, the pair ((z1, wy), (zz, w5)) € (CV* x (C"”“")2 of supervisory
constituents perceptions of U and V in the system of nodes U and V has the

form

((ZIJ wl): (er WZ)) =

o 0
0 0
(V) . AWwy) T (U»V) . ~(VwV)
Ape,+11 T Apppra1 Apgprin T Qprpiin
(UwV) . (Vl) (UV) . wer) |
Apepreyr TU Aappipn 1 Apgprtyn T U Aagpipym
0 ......... 0
0 0
o 0
0 0
V) o eyy e P V)
bic,+11 T8 bag, 111 bic,+1m T Pacyi1m
(U~V) . = (Vewl) (UV) , (Vb)) ’
bM[/-I-fV,l + bMy-I-[v,l bMV+t’V,m +1 bMV+£’y,m
0 ......... O

0 0
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0 lllllllll
0
(V-MA)U) . ’\(UW‘"U) .........
Apryr11 T8 Appyiin
(V) .~ (U~D)
Apryreyr T8 Aagyreyn
0 e
0
0 lllllllll
0
(V-M&U) . A(U*'W’U) .........
bic,+11 T8 Paryi11
(VU) . 2 (UU)
bic,veyr T8 Pagyro,1
0 0 e
0

21
0
0
(V=U) . ~(UwU)
Appyiin T Apgpiin
V0 . o) |
aMu+fu,l1 +1 aMu+fU,l1
0
0
0
0
(V~U) . (UwD)
biar,i1m T8 Pagysim
(V=U) . (UwD)
bMu+fu,m +1 bMu+fu,m
0
0

and is depicted, at a next moment ¢’ = t + At, at a pair ((zy, wy), (z3, w3)) €

(C“X" X «:‘"X*"’/)2 of supervisory resource perceptions of U and V having the

form

(@4, wY), (73, w3)) =

0
0
a'%ﬂ/ﬁl +1 a%ﬁﬂ;
“’%;1]?,,,1 ti &’%ﬂ?v,l =0
0
0

=0 a

1(UwV) . S (Vwl) _
a My+€fyn +tta My+fyn 0

0

0
1(UwsV) . S(WwY)
My+in TE Aar, 510 =0

0
0
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o 0
0 0
(Uv) . Sy (Wwy) 0 T (Uwv) NS Y
b’MV+1,1 +1 b,JV[V+1,1 =1 b,MV+1,m + b,.M‘V+1,m =1
U=V) . SWeV) (UwV) . SWewV) '
b,MV+fV,1 +1 ble+fv,1 =1 b’MV+fv,m +1 b,M[/+f[/,m =1
0 ......... 0
0 0
o L 0
0 0
Vel e TUL ) (Vl) .~ (UwU)
aIMU+1,1 +1 a,Mu+1,1 a,MU+1,n +1 a,MU+1,n
(Vsl)) . ~(UU) (Vl) . ~(UU) ’
alMu+fu,1 +1 alMu+€u,1 a,Mu+fu,11 +1 a,Mu+fu,n
O ......... O
0 0
o 0
0 0
(VwU) . U0y Tt (VU) , 7 (Uw»U)
bIMU+1,1 +1 b,MU+1,1 b,Mu+1,m +1 b,Mu+1,m
(VwU) . 1 (Uw»U) (V=) , 7 (Uw»U)
bIMU+fu,1 +1 b,Mu+fu,1 b,Mu+fu,m +1 b,Mu+fu,m
0 ......... 0
0 0

During this scenario injects that reside in previous matrices are usually temporary
and only strictly during the application of the attack. According to [6] the
sophistication of this attack is low and highly “transparent” to attacked node since
the lack of resources is more than obvious. Frequently, after or during this attack a
more sophisticated attack is expected. Specifically, during these attacks the
following states applied:
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PUN®,8VV (O PUI®,FN®

M) <0 P& >0
V(M) <0 PVN@E) >0
V() >0 PVt <0
P >0 P <o

It is obvious that during this scenario’s attack F from U against the

(u4, ..., ,) — resource parts fr(res(v)), fr(res,(lz)),...,fr(res,(:)) of V, the

151

following elementary properties hold:

The (Euclidean) norm || @’U*Y)|| of the resulting overall valuation in the
node V as evaluated from the viewpoint of the user(s) of U at the next
moment t’ is temporary 0:

la@="] =0
The (Euclidean) norm || b'U=*Y)|| of the resulting overall vulnerability in the
node V as evaluated from the viewpoint of the user(s) of U at the next
moment t' istemporary 1:

[ =1
The (Euclidean) norm ||@’@WY)|| of the resulting overall valuation in the
variant node U as evaluated from the viewpoint of the user(s) of U at the
next moment ¢’ is much greater than the (Euclidean) norms

[@“=| and [la®"]
of the initial overall valuations in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:
18" 2 max{[|BY2||, 118V }
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The (Euclidean) norm ||b"@¥)|| of the resulting overall vulnerability in
the variant node U as evaluated from the viewpoint of the user(s) of U at
the next moment t' is less than the (Euclidean) norms
(B2 and [[B@-7
of the initial overall vulnerabilities in the nodes U and V as evaluated from
the viewpoint of the user(s) of U at the preceding moment t:
B0 < min{[5O=1 [6©-2] ). m

The importance of this attack is high since most of the time, especially during
distributed one, the nodes that participate are already compromised via Access
attack that has already discussed.
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